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1. INTRODUCTION 
This document has been produced by Helios Technology Ltd as Deliverable D1 of a 
Study into IP in the Future Communication Infrastructure (FCI) for Air-Ground 
Communication Applications, in respect of Eurocontrol contract T06/11025AD/C1206/03. 

This document is concerned primarily with requirements capture and does not attempt to 
perform any requirements analysis. Requirements Analysis will be performed under 
WP3. 

This document aims to identify the ATS and AOC Data Link Services that will be in use in 
the 2020+ timeframe. This includes the Data Link Services currently being deployed for 
the LINK2000+ Programme, those identified for deployment by the CASCADE 
programme, and those identified in the COCR. 

COTRAC has been identified as a prime candidate for study and as an example of an 
application that will be deployed in the 2020+ timeframe. 

The remainder of this document is a set of Data Link Service descriptions in a 
standardized format. The purpose of each Data Link Service is stated and a short 
description provided, including time sequence diagrams. As far as reasonably possible, 
the Safety, Security and Data Transfer (including performance) requirements are also 
identified. 

Of particular interest are message size and other Performance Requirements and at 
what points in flight the Data Link Service is required. From this information, mobility 
requirements will be identified. The continuity of coverage is important here as well as 
the availability required – which in turn leads on to issues such as use of multiple 
concurrent air/ground data links. 

This document also includes an appraisal of the System Level Requirements in 
Subvolume One of the ATN Technical Manual. 

In WP3, these Data Link Service Descriptions will be used to derive the overall 
requirements for future aeronautical requirements and which in turn will be the basis for 
the assessment criteria for the different mobility scenarios. 

2. LINK2000+ DATA LINK SERVICES REQUIREMENTS 

2.1 Data Link Initiation Capability (DLIC) 
 

Data Link Service 
Name 

Data Link Initiation Capability DLIC 

Purpose: 

DLIC is the name of an air traffic service which uses the CM application to provide the necessary 
information to enable data link communications between ground and aircraft systems, for applications 
such as ADS, CPDLC, and FIS. To achieve unambiguous identification of the aircraft executing DLIC, 
in accordance with this standard, the aircraft provides its airframe identification (= aircraft 24 bit 
address), aircraft flight identification, departure airport, destination airport, and optionally estimated off 
block time (EOBT), as well as information about available air applications. 

Source References: 
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§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

Description: 

Data link initiation begins when an aircraft issues a CM-logon request. Upon receipt of such a request, 
the ground system will issue a CM-logon response to indicate whether the identified ATSU may be 
prepared to undertake data link communications with the aircraft, and whether the aircraft is permitted 
to establish such connections. The reasons for giving any particular response to an aircraft are a local 
matter for the ground system. Some ATSUs accept data link initiation requests only for a request that 
it can associate to a flight plan. Other ATSUs accept any logon received containing the required data, 
and will conduct flight plan association later. 

The result of the CM-logon function can be successful, unsuccessful, and no response (e.g., time-out 
expires, abort received). 

NOTE: The reasons that a ground system may so indicate that the logon has been unsuccessful are a 
local operational matter. For example, a ground system may choose not to accept a Logon when it is 
unable to associate a flight plan with the aircraft making the logon request. Even when logon is 
successful, there is no commitment by the ground system to establish and use data link. 

Operational data link exchanges are only available following successful completion of the CM-logon 
with at least one ground system. 

 “Positive Logon responses" (indicating a successful logon) and "negative logon responses" 
(indicating an unsuccessful logon) indicate the following from the ground systems involved: 

Option Positive Logon Response Negative Logon Response 

1 Indicates association with a specific 
unique flight plan, and retention of 
the aircraft addressing and 
applications data. Ground system 
may or may not transmit application 
addresses. Does not necessarily 
imply that data link services will be 
provided. 

Indicates inability to associate the logon request 
with a flight plan at time of receipt, or 
unavailability of all requested applications, and 
discard of the received data. No application 
information transmitted. 

2 Indicates retention of the aircraft 
addressing and applications data. 
Ground system may or may not 
transmit application addresses. 
Does not necessarily imply that data 
link services will be provided. 

Indicates incomplete data set in CM-logon 
request, or lack of ground information for the 
requested facility, and discard of the received 
data. No application information transmitted. 

Data Link Logon may be pilot initiated or may be in response to a CM-CONTACT message received 
from the ATSU. 

Maturity 

Mature – in operational use. 
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2.1.1 Messages Exchanged 
Ground to Air Air to Ground 

• CM Logon Response4 

• CM Contact Request4 

• CM Logon Request4 

• CM Contact Response4 

Message Definition Standards 

1. CPDLC Message 

2. ADS Message 

3. FIS Message 

4. CM Message 

5. New Message. 

This list may be extended if required. 

 

2.1.2 New Message Definitions 
None. 
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2.1.3 Time Sequence Diagrams 

 

Figure 1 : Aircrew Initiated Exchange 

2.1.4 Timers 
tts Termination timer (Sender). This timer is used by a sending system to detect the 

absence of an operational response from the remote system in an acceptable period 
of time. 

NOTE: The tts is a timer defined in addition to the SARPs technical timers. Implementation of tts is a 
local matter. When tts is not implemented, SARPs technical timers will determine the connection 
status. 

2.1.5 Deployment 
• DLIC may be used in any phase of flight. The crew may “logon” to ATC when the aircraft is 

powered up. Alternatively, they may wait until it is in level flight. 
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• The ED-110A definition is for Continental Airspaces. However, there is no reason to assume 
that it would be any different in Oceanic Airspaces. 

2.1.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-DLIC-1 4 When flight plan correlation is performed as part of DLIC, an ATSU shall 
reject the initiation request if the flight identifier, departure or arrival 
aerodrome contained in the DLIC message does not match the ATSU’s 
corresponding flight plan information. 

SR-DLIC-2 4 ATSUs and aircraft shall not permit data link services when there are non 
compatible version numbers. 

SR-DLIC-3 4 The aircraft shall perform the initiation function again with applicable 
ATSUs when any of the application or flight information changes. 

SR-DLIC-4 4 The ATSU shall perform the correlation function again when the flight 
plan information used for correlation changes after correlation has been 
completed, but prior to initiating an application requiring such correlation 
(e.g., CPDLC). 

SR-DLIC-5 4 The ATSU shall delete and replace all previously held application data 
relating to an aircraft after a successful DLIC initiation function. 

SR-DLIC-6 4 ATSUs shall not permit data link services when the aircraft flight plan 
information fails to correlate with the ATSU’s corresponding flight plan 
information. 

SR-DLIC-7 4 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the DLIC message. 

SR-DLIC-8 4 The aircraft system shall insert the relevant initiation data in initiation 
message. 

 

Confidence: High (Copied from a published SPR standard). 

Airspace: Continental (see ED-120). 

NOTE: Hazard classes assume PM-CPDLC. 

2.1.7 Security Requirements 
No Security Requirements are currently defined for DLIC. DLIC is an ATS Data Link Service and no 
Safety Requirement has a Hazard Class more stringent than class 4 (defined in ED-78A to be “Slight 
reduction in safety margins or aircraft functional capabilities), and hence a security threat cannot have 
an impact worse than this. 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-DLIC-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 
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2.1.8 Data Transfer Requirements 
DT-DLIC-1 The maximum message size supported for uplink messages shall be not 

less than 118 bytes. 

DT-DLIC-2 The maximum message size supported for downlink messages shall be 
not less than 71 bytes. 

DT-DLIC-3 The communications service for DLIC shall be available in all phases of 
flight. 

DT-DLIC-4 The communications service for DLIC shall be available in all airspaces 
where data link services are required. 

DT-DLIC-5 The communications service shall be available for communications with 
the D-ATSU when the LOGON service is required. 

PR-DLIC-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-DLIC-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-DLIC-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-DLIC-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-DLIC-Init-ETRCTP The expiration time for RCTP shall be set at 40 seconds. 

PR-DLIC-Init-TT(95)RCTP The 95% transaction time for RCTP shall be no greater than 24 seconds. 

PR-DLIC-Cont-ETRCTP The expiration time for RCTP shall be set at 80 seconds. 

PR-DLIC-Cont-
TT(95)RCTP 

The 95% transaction time for RCTP shall be no greater than 48 seconds. 

 

 

2.2 Aeronautical Communications Management (ACM) 
 

Data Link Service 
Name 

Aeronautical Communications Management ACM 

Purpose: 

ACM is an Air Traffic Service using the CPDLC application, which provides automated assistance to 
the aircrew and current and next controllers for conducting the transfer of ATC communications. The 
ACM Service encompasses the transfer of voice communication and the transfer of CPDLC. When a 
flight is about to be transferred from one sector/ATSU to another sector/ATSU, the aircrew is 
instructed to change to the voice channel (i.e., transfer instruction, UM117/UM120), of the next 
sector/ATSU to take control of the flight. 

This approach provides a transparent transfer of data communications, in synchronization with the 
transfer of voice communications. It also supports the operational principle that there is only one 
controlling authority, and that the controlling authority is properly and unambiguously determined. It 
maintains flight deck control and operational awareness over which ATSU is operationally 
communicating with the flight crew, a feature of current voice-only operations, which is not expected 
to change with the introduction of controller/aircrew data communication. 
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Source References: 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

Description: 

The ACM service supports the following operating conditions: 

• transfers between T-ATSU using CPDLC and R-ATSU using CPDLC (ED-110A section 
4.3.4); 

• transfers between T-ATSU not using CPDLC and R-ATSU using CPDLC (ED-110A section 
4.3.5); 

• transfers between T-ATSU using CPDLC and R-ATSU not using CPDLC (ED-110A section 
4.3.6); 

• transfers or change of frequency using CPDLC with no change of CPDLC connection (ED-
110A section 4.3.7); 

• transfers with no change of CPDLC connection (T-sector using CPDLC and R-sector not 
using CPDLC) (ED-110A section 4.3.8); 

• transfers with no change of CPDLC connection (T-sector not using CPDLC and R-sector 
using CPDLC) (ED-110A section 4.3.9); 

• transfers between T-ATSU using CPDLC and R-ATSU using CPDLC without instruction to 
change frequency (ED-110A section 4.3.10); 

• C-ATSU ends CPDLC connection (ED-110A section 4.3.11); and 

• abnormal mode (T-ATSU and R-ATSU use CPDLC, but controller does not use CPDLC for 
the transfer instruction) (ED-110A section 4.3.12). 

NOTE: ATSUs may elect to implement and use ground/ground data exchanges in support of the ACM 
Service, subject to bilateral agreements, local procedures, and local infrastructure; however, this is 
out of scope for this document. 

Maturity 

Mature – in operational use. 
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2.2.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM117 CONTACT [unitName] [frequency] 
• UM159 ERROR [errorInformation] 
• UM160 NEXT DATA AUTHORITY [facility] 
• UM183 [free text] 

In a special case, text contains CURRENT 
ATC UNIT [……] (see ED-110A) 

• UM227 LOGICAL ACKNOWLEDGEMENT 

• DM0 WILCO 
• DM1UNABLE 
• DM2 STANDBY 
• DM62 ERROR [errorInformation] 
• DM63 NOT CURRENT DATA AUTHORITY 
• DM98 [freetext] (additional error information) 
• DM99 CURRENT DATA AUTHORITY 
• DM100 LOGICAL ACKNOWLEDGEMENT 
• DM107 NOT AUTHORIZED NEXT DATA 

AUTHORITY 
• DM89 MONITORING [unitName] [frequency] 

Message Definition Standards 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 

2.2.2 New Message Definitions 
None 

2.2.3 Time Sequence Diagrams 

 

Figure 2 : Ground Initiated Exchange 
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The above figure shows the most general case of a transfer from T-ATSU to R-ATSU using CPDLC. 
For other variations see ED-110A. 

2.2.4 Timers 
tr Technical response timer. This timer is used by a sending system in LACK regions to 

detect the absence of an expected LACK response in an acceptable period of time. 
ttr Termination timer (Receiver). This is used by a receiving system to detect the 

absence of a response (system or human) to a received message in an acceptable 
period of time. 

tts Termination timer (Sender). This timer is used by a sending system to detect the 
absence of an operational response from the remote system in an acceptable period 
of time. 

t-CPDLC-end End timer. This timer is used by the ground system after generation of an CPDLC-end 
request to detect the absence of an End Response from the aircraft in an acceptable 
period of time. 

 

2.2.5 Deployment 
• ACM is used in the en-route phase of flight. 

• The ACM service is currently defined for use in continental airspaces. 

2.2.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-ACM-1 4 An ATSU shall only send operational CPDLC messages to an aircraft 
when it has control of that aircraft unless it is a D-ATSU conducting DSC. 

SR-ACM-2 4 Once an aircraft accepts operational CPDLC messages from an ATSU, it 
shall reject operational CPDLC messages from any other ATSU except 
from a D-ATSU until the first ATSU indicates that it has transferred 
control of that aircraft. 

SR-ACM-3 4 Only the ATSU that has control (CDA) of the aircraft shall be permitted to 
indicate the next data authority (NDA) to the aircraft. 

SR-ACM-4 4 A rejection indication shall be provided to the ATSU when an aircraft 
rejects a request for CPDLC. 

SR-ACM-5 4 An ATSU shall reject any aircraft request for CPDLC establishment. 

SR-ACM-6 4 When a request for CPDLC establishment is rejected by an ATSU, an 
indication of the rejection shall be provided to the aircraft. 

SR-ACM-7 5 The system shall be capable of indicating any loss of CPDLC to the 
controller/flight crew. 

SR-ACM-8 4 CPDLC shall be established in sufficient time to be available for 
operational use. 

SR-ACM-9 4 The flight crew shall be able to identify the ATSU that has CPDLC 
established (CDA). 

SR-ACM-10 4 Both the controller and the flight crew shall have the capability to 
terminate CPDLC. 
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Requirement Hazard 
Class 

Description 

SR-ACM-11 4 After the end of a flight or after a power cycle resulting in a cold start or 
when CPDLC is turned off, ACM shall be conducted prior to using any 
CPDLC service. 

SR-ACM-12 4 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the message. 

Confidence: High (Copied from a published SPR standard). 

Airspace: Continental (see ED-120). 

2.2.7 Security Requirements 
No Security Requirements are currently defined for ACM. ACM is an ATS Data Link Service and no 
Safety Requirement has a Hazard Class more stringent than class 4 (defined in ED-78A to be “Slight 
reduction in safety margins or aircraft functional capabilities), and hence a security threat cannot have 
an impact worse than this. 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-ACM-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 

2.2.8 Data Transfer Requirements 
DT-ACM-1 The maximum message size supported for uplink messages shall be not 

less than 47 bytes. 

DT-ACM-2 The maximum message size supported for downlink messages shall be 
not less than 47 bytes. 

DT-ACM-3 The communications service for ACM shall be available in all the en-route 
phase of flight. 

DT-ACM-4 The communications service for ACM shall be available in continental 
airspace1. 

DT-ACM-5 The communications service shall be available for communications with 
both the T-ATSU and the R-ATSU when transfer of communications is 
performed. 

PR-ACM-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-ACM-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-ACM-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-ACM-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-ACM-ETRCTP The expiration time for RCTP shall be set at 20 seconds. 

PR-ACM-TT(95)RCTP The 95% transaction time for RCTP shall be no greater than 16 seconds. 
 

                                                   
1 ACM is likely to be applicable to Oceanic Airspace but is not currently defined for Oceanic 
Operations. 
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2.3 ATC Clearances Service (ACL) 

Data Link Service 
Name 

ATC Clearances Service ACL 

Purpose: 
ACL is an Air Traffic Service supported by CPDLC, which provides for the following exchanges:  

• Aircraft reports, clearance requests, and responses to ground; and  

• Controller's delivery of clearances, instructions and notifications to aircraft. 

Source References: 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

§ ICAO ACP/WGN05-WP21 CPDLC Message Sequencing Issues [23]. 

Description: 
An aircraft under the control of an ATSU transmits reports, makes requests and receives clearances, 
instructions and notifications. The ACL service describes the dialogue procedures to be followed to 
perform these exchanges via air-ground data communications.  

The ACL service is expected to be used when the follow-up of the instruction is not time critical, based 
on aircrew or controller judgment. The ACL operating method conforms to the existing voice 
communications operating method.  

A controller sends an instruction to a pilot by uplinking a CPDLC message comprising one or more 
clearances (e.g. UM74 PROCEED DIRECT). The pilot then has tts seconds (typically 120s) to 
respond with either DM0 WILCO or DM1 UNABLE. The pilot can also respond DM2 STANDBY when 
a response takes longer than tts seconds. A Logical Acknowledgement is also requested for each 
instruction. However, this is significant only for performance monitoring. If a response is not received 
within tts seconds, the controller must use voice communications to resolve the clearance. 

A pilot requests a clearance by downlinking a CPDLC message comprising a request (e.g. DM6 
REQUEST LEVEL). In this case, the controller responds with either the requested clearance (which in 
turn requires a WILCO/UNABLE response from the pilot) or UNABLE to reject the request. The 
controller can also respond with UM2 STANDBY in order to defer a response. 

A third variation occurs when an uplink message contains an information message (e.g. UM87 
EXPECT DIRECT TO) when the response from the pilot is DM3 ROGER to acknowledge the 
information message. 
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Maturity 

Mature – in operational use. 
 

2.3.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM0 UNABLE 
• UM1 STANDBY 
• UM19 MAINTAIN [level] 
• UM20 CLIMB TO [level] 
• UM23 DESCEND TO [level] 
• UM74 PROCEED DIRECT TO [position] 
• UM159 ERROR [errorInformation] 
• UM162 SERVICE UNAVAILABLE2  
• UM183 [freetext] (for additional error 

information) 
• UM190 FLY HEADING [degrees] 
• UM227 LOGICAL ACKNOWLEDGMENT 
• UM3 ROGER 
• UM4 AFFIRM 
• UM5 NEGATIVE 
• UM26 CLIMB TO REACH [level] BY [time] 
• UM27 CLIMB TO REACH [level] BY [position] 
• UM28 DESCEND TO REACH [level] BY 

[time] 
• UM29 DESCEND TO REACH [level] BY 

[position] 
• UM46 CROSS [position] AT [level] 
• UM47 CROSS [position] AT OR ABOVE 

[level] 
• UM48 CROSS [position] AT OR BELOW 

[level] 
• UM51 CROSS [position] AT [time] 
• UM52 CROSS [position] AT OR BEFORE 

[time] 
• UM53 CROSS [position] AT OR AFTER 

[time] 
• UM54 CROSS [position] BETWEEN [time] 

AND [time] 
• UM55 CROSS [position] AT [speed] 
• UM61 CROSS [position] AT AND MAINTAIN 

[level] AT [speed] 
• UM64 OFFSET [specifiedDistance] [direction] 

OF ROUTE 
• UM72 RESUME OWN NAVIGATION  

• UM79 CLEARED TO [pos] VIA [route 
clearance]  

• DM0 WILCO 
• DM1 UNABLE 
• DM2 STANDBY 
• DM6 REQUEST [level] 
• DM22 REQUEST DIRECT TO [position]  
• DM62 ERROR [errorInformation] 
• DM65 DUE TO WEATHER 
• DM66 DUE TO AIRCRAFT PERFORMANCE 
• DM98 [freetext] (for additional information) 
• DM100 LOGICAL ACKNOWLEDGMENT 
• DM9 REQUEST CLIMB TO [level] 
• DM10 REQUEST DESCENT TO [level] 
• DM18 REQUEST [speed]  
• DM27 REQUEST WEATHER DEVIATION 

UP TO [specifiedDistance] [direction] OF 
ROUTE 

• DM3 ROGER  
• DM4 AFFIRM  
• DM5 NEGATIVE  
• DM32 PRESENT LEVEL [level]  
• DM81 WE CAN ACCEPT [level] AT [time]  
• DM82 WE CANNOT ACCEPT [level]  
• DM100 LOGICAL ACKNOWLEDGEMENT 
• DM106 PREFERRED LEVEL [level]  
• DM109 TOP OF DESCENT [time]  
 

                                                   
2 Text ‘SERVICE UNAVAILABLE’ is just an ICAO intention. It is recommended to use the text 
‘MESSAGE NOT SUPPORTED BY THIS UNIT’ for display in the aircraft.  
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• UM80 CLEARED [route clearance] 
• UM82 CLEARED TO DEVIATE UP TO 

[specifiedDistance] [direction] OF ROUTE 
• UM87 EXPECT DIRECT TO 
• UM92 HOLD AT [position] AS PUBLISHED 

MAINTAIN [level] 
• UM94 TURN [direction] HEADING [degrees] 
• UM96 CONTINUE PRESENT HEADING 
• UM106 MAINTAIN [speed] 
• UM107 MAINTAIN PRESENT SPEED 
• UM108 MAINTAIN [speed] OR GREATER 
• UM109 MAINTAIN [speed] OR LESS 
• UM116 RESUME NORMAL SPEED 
• UM123 SQUAWK [code] 
• UM133 REPORT PRESENT LEVEL 
• UM148 WHEN CAN YOU ACCEPT [level] 
• UM165 THEN 
• UM171 CLIMB AT [verticalRate] MINIMUM 
• UM172 CLIMB AT [verticalRate] MAXIMUM 
• UM173 DESCEND AT [verticalRate] 

MINIMUM 
• UM174 DESCEND AT [verticalRate] 

MAXIMUM 
• UM179 SQUAWK IDENT 
• UM196 [freetext] 
• UM203 [freetext] 
• UM205 [freetext] 
• UM211 REQUEST FORWARDED 
• UM213 [facilitydesignation] ALTIMETER 

[altimeter] 
• UM215 TURN [direction] [degrees] 
• UM222 NO SPEED RESTRICTION 
• UM227 LOGICAL ACKNOWLEDGEMENT 
• UM231 STATE PREFERRED LEVEL 
• UM232 STATE-TOP-OF-DESCENT 
 

Message Definition Standards 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 

 

2.3.2 New Message Definitions 
None. 
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2.3.3 Time Sequence Diagrams 

 

Figure 3 : Aircrew Initiated Exchange 
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Figure 4 : Controller Initiated Exchange 

2.3.4 Timers 
tr Technical response timer. This timer is used by a sending system in 

LACK regions to detect the absence of an expected LACK response in 
an acceptable period of time. 
 

ttr Termination timer (Receiver). This is used by a receiving system to 
detect the absence of a response (system or human) to a received 
message in an acceptable period of time. 
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tts Termination timer (Sender). This timer is used by a sending system to 
detect the absence of an operational response from the remote system 
in an acceptable period of time. 

t-CPDLC-
end 

End timer. This timer is used by the ground system after generation of a 
CPDLC-end request to detect the absence of an End Response from the 
aircraft in an acceptable period of time. 

 

2.3.5 Deployment 
• ACL is used in the en-route phase of flight. 

• The ACL service is currently defined for use in continental airspaces. 

2.3.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-ACL-1 3 When a clearance requires execution of more than one manoeuvre to be 
done in a specific sequence, the clearances shall be put in the order that 
they are to be executed in a single uplink message. 

SR-ACL-2 3 Each uplink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-ACL-3 3 Each downlink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-ACL-4 3 A response message shall indicate to which message it refers. 

SR-ACL-5 3 Each message shall be time stamped. 

SR-ACL-6 3 The time stamp shall indicate the time that the message is released by 
the initiator for onward transmission. 

SR-ACL-7 3 Messages shall be responded to in their entirety. 

SR-ACL-8 3 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the message. 

SR-ACL-9 3 The receiver shall reject messages not addressed to its end system. 

SR-ACL-10 3 The initiator shall transmit messages to the designated end system. 

SR-ACL-11 3 An indication shall be provided to the responder and to the initiator when 
a message is rejected by the local system because the response is not 
received within the required response time (ETRESPONDER). 

SR-ACL-12 3 The initiating system shall be capable of indicating to the user when a 
required response is not received within the required time (ETTRN). 

SR-ACL-13 3 When a received message contains a time stamp that indicates that the 
ETTRN time has been exceeded, the receiving system shall either 
discard the message and inform the initiator or display the message to 
the receiver with an appropriate indication. 

SR-ACL-14 3 When the controller/flight crew is informed that a message has been 
rejected by the local system because the response has not been sent 
within the required response time (ETRESPONDER), the controller/flight 
crew shall clarify the status of the message (e.g. by using voice). 
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Requirement Hazard 
Class 

Description 

SR-ACL-15 3 The ATSU and aircraft shall be synchronized to within one second of 
UTC. 

SR-ACL-16 3 The ATSU shall prevent release of a clearance without controller action. 

SR-ACL-17 3 The aircraft system shall prevent release of a report/operational response 
without flight crew action. 

SR-ACL-18 3 The recipient shall be capable of detecting a corrupted message. 

SR-ACL-19 3 The recipient shall prohibit operational processing of detected corrupted 
messages. 

SR-ACL-20 3 The recipient shall be able to determine the message initiator. 

SR-ACL-21 3 Whenever an operational message is discarded an indication shall be 
provided to the initiator. 

SR-ACL-22 43 Messages shall be transmitted/received in the order that they are sent. 

SR-ACL-23 3 Only one dialogue of a given type (See ED-120 Table 5-54 and ED-120 
Table 5-55) shall be open at any time for a given aircraft-ATSU pair. 

Confidence: High (Copied from a published SPR standard). 

Airspace: Continental (see ED-120). 

2.3.7 Security Requirements 
The following Security Requirements have been developed with reference to the above Safety 
Requirements. 

ID Requirement Notes 

SEC-ACL-
1 

Unauthorized modification of messages shall be 
prevented. 

Several of the Safety 
Requirements rely on the 
integrity of the data being 
maintained. Loss of integrity 
whether by accident or 
deliberately needs to be 
prevented. 

SEC-ACL-
2 

Data origin authentication for both uplink and 
downlink messages shall be provided. 

The impact of failure to detect 
that a message is not from the 
identified sender is equivalent to 
undetected mis-delivery. 

 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-ACL-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 

                                                   
3 The downgrading of this SR to hazard class 4 is in line with the recommendation in reference  . 
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2.3.8 Data Transfer Requirements 
DT-ACL-1 The maximum message size supported for uplink messages shall be not 

less than 10314 bytes (theoretical maximum for Route Clearance with all 
optional fields present). 

DT-ACL-2 The maximum message size supported for downlink messages shall be 
not less than 21 bytes (theoretical maximum for DM22 REQUEST 
DIRECT). 

DT-ACL-3 The communications service for ACL shall be available in all the en-route 
phase of flight. 

DT-ACL-4 The communications service for ACL shall be available in continental 
airspace4. 

DT-ACL-5 The communications service shall be available for communications 
between an aircraft and the controlling ATSU as long as the aircraft is 
within its airspace. 

PR-ACL-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-ACL-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-ACL-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-ACL-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-ACL-ETRCTP The expiration time for RCTP shall be set at 20 seconds. 

PR-ACL-TT(95)RCTP The 95% transaction time for RCTP shall be no greater than 16 seconds. 
 

2.4 ATC Microphone Check (AMC) 
 

Data Link Service 
Name 

ATC Microphone Check AMC 

Purpose: 

The AMC service is an Air Traffic Service which provides controllers with the capability to uplink an 
instruction for aircraft to check that they are not blocking a voice channel. No aircrew 
acknowledgement of the instruction is required. 

Source References: 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

                                                   
4 ACL is likely to be applicable to Oceanic Airspace but is not currently defined for Oceanic 
Operations. 
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§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

Description: 

This service is used when an R/T channel is blocked due to an aircraft radio malfunction or pilot error. 

When the service is invoked, the ground system creates and sends either: 

• UM157 CHECK STUCK MICROPHONE [frequency]; or, 

• UM183 (CHECK STUCK MICROPHONE). 

to all data link equipped aircraft under the current control and data authority of this ATC sector. 

Maturity 

Mature – in operational use. 
 

2.4.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM157 CHECK STUCK MICROPHONE 
[frequency] 5 

 

Message Definition Standards 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 

 

2.4.2 New Message Definitions 
None 

                                                   
5 LINK2000+ only requires support of UM157. 



Application Requirement Analysis 

Version: 3.0 Date: 22-Jan-2007 Page: 20 

2.4.3 Time Sequence Diagrams 

Communication Service Aircraft/AircrewATSU/Controller

UM157 CHECK STUCK
MICROPHONE [frequency] 

 

Figure 5 : Controller Initiated Exchange 

2.4.4 Timers 
None 

2.4.5 Deployment 
• AMC may be used in any phase of flight. 

• The AMC service is currently defined for use in continental airspaces. 

2.4.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-AMC-1 4 Each uplink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-AMC-2 4 Each message shall be time stamped. 

SR-AMC-3 4 The time stamp shall indicate the time that the message is released by 
the initiator for onward transmission. 

SR-AMC-4 4 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the message. 

SR-AMC-5 4 The receiver shall reject messages not addressed to its end system. 

SR-AMC-6 4 The initiator shall transmit messages to the designated end system. 
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Requirement Hazard 
Class 

Description 

SR-AMC-8 4 The ATSU and aircraft system shall be synchronized to within one 
second of UTC. 

SR-AMC-9 4 The recipient shall be capable of detecting a corrupted message. 

SR-AMC-10 4 The recipient shall prohibit operationally processing of detected corrupted 
messages. 

SR-AMC-11 4 The recipient shall be able to determine the message initiator. 

SR-AMC-12 4 Whenever a message is discarded an indication shall be provided to the 
initiator. 

 

NOTE: SR-AMC-7 from ED-120 has been ignored as this is an ED-120 defect (ETTRN is not defined 
for AMC as no response is required). 

Confidence: High (Copied from a published SPR standard). 

Airspace: Continental (see ED-120). 

2.4.7 Security Requirements 
No Security Requirements are currently defined for AMC. AMC is an ATS Data Link Service and no 
Safety Requirement has a Hazard Class more stringent than class 4 (defined in ED-78A to be “Slight 
reduction in safety margins or aircraft functional capabilities), and hence a security threat cannot have 
an impact worse than this. 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. There is also no performance target for availability defined for AMC in ED-120. 

2.4.8 Data Transfer Requirements 
DT-AMC-1 The maximum message size supported for uplink messages shall be not 

less than 19 bytes (theoretical maximum for UM157 with all optional fields 
present). 

DT-AMC-2 No Requirement (no Downlink messages are defined). 

DT-AMC-3 The communications service for AMC shall be available in all phases of 
flight. 

DT-AMC-4 The communications service for AMC shall be available in continental 
airspace6. 

DT-AMC-5 The communications service shall be available for communications 
between an aircraft and the controlling ATSU as long as the aircraft is 
within its airspace. 

PR-AMC-IRCP The integrity for RCP shall be no less than 10-3 per Flight Hour. 
 

 

                                                   
6 ACL is likely to be applicable to Oceanic Airspace but is not currently defined for Oceanic 
Operations. 
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3. CASCADE DATA LINK SERVICES 

3.1 Data Link Operational Terminal Information Service (D-
OTIS) 

Data Link Service 
Name 

Data Link Operational Terminal Information Service D-OTIS 

Purpose: 
D-OTIS is an Air Traffic Service, part of D-FIS, supported by CPDLC which provides for the following 
exchanges, specifically relevant to the departure, approach and landing flight phases:  

• meteorological and operational flight information derived from: 

o ATIS; 

o VOLMET; 

o NOTAM / SNOWTAM. 

Source References: 

§ Eurocae ED-12B, Software Considerations for Airborne Systems and Equipment Certification 
[4]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ Eurocae ED-109, Guidelines for Communication, Navigation, Surveillance, and Air Traffic 
Management (CNS/ATM) Systems Software Integrity Assurance [9]. 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

§ ICAO Doc. 9694 Manual of Air Traffic Services Data Link Applications [19]. 

§ Operational Requirements for CASCADE Stream1 – Data Link Operational Terminal 
Information Service – D-OTIS – Version 1.4 [12]. 

§ Operational Service and Environment Description (OSED) for CASCADE Stream1 – Data Link 
Operational Terminal Information Service – D-OTIS – Version 1.0 [13]. 

Description: 

The D-OTIS service provides automated assistance to aircraft in-flight by delivering up-to-date 
meteorological and operational flight information, specifically relevant to the departure, approach and 
landing flight phases. 
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D-OTIS aims to deliver benefits by integrating relevant MET and AIS information for departure, arrival 
and landing phases of flight using, where possible, already existent infrastructures. 

By a single data link request specifically tailored to their needs, the flight crew will permanently 
receive all updated weather and NOTAM information, as soon as they are made available by 
responsible authorities. 

Four types of information are made available in flight using this service – ATIS, VOLMET, NOTAM 
and SNOWTAM. 

These types of information will be accessible from anywhere where data link communication is 
available for any airport providing the system with respective information, whenever the flight crew 
introduces a specific request. 

To provide this information, two types of data sources will be addressed, both compiled from official 
airport/ATC sources - the meteorological (ATIS/VOLMET) and operational (NOTAM/SNOWTAM) 
data. 

With respect to the ATIS and to the NOTAM information, the flight crew will have the possibility either 
to receive them “on request” or to be fed “on line” with the updates (CONTRACT mode). 

No Broadcast mode is considered in this service. 

The availability of D-OTIS service for an airport shall be indicated in the relevant AIP's and in the 
published instrument arrival, approach and departure procedures used on board. 

Maturity 

In trial use. 
 

3.1.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM0 UNABLE 
• UM1 STANDBY 
 

 
 

Message Definition Standards 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 

 

3.1.2 New Message Definitions 
Ground to Air Air to Ground 

• OTD D-OTIS DELIVERY MESSAGE 
• OTT D-OTIS TERMINATION REQUEST 
 

• ORQ D-OTIS REQUEST 
• OTT D-OTIS TERMINATION REQUEST 
 

Message Definition Standards 

The above are all defined in refs. [12] and [13]. 
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3.1.3 Time Sequence Diagrams 

 
Aircraft/Aircrew ATSU/Controller 

Unable or Standby Response 
(if applicable) 

tt = Y min 
 

D-OTIS Request (ORQ) 

Communications Service 

tr = X min 

D-OTIS Delivery (OTD) 

D-OTIS Request (ORQ) 

Unable or  
Standby  
Response 
(if applicable) 

D-OTIS Delivery (OTD) 

Figure 6 : Aircrew Initiated Exchange 

 

NOTE: This figure does not show how the termination request (OTT) may be used. It is stated in 
ref. [13] that the aircrew or ATSU may manually send an OTT at any time to terminate the contract, 
and that an OTT shall be sent automatically from the ATSU to the aircraft to terminate the contract on 
landing. The OTT is necessary because in any data link dialogue, the flight crew and the controller 
must be able to terminate CPDLC at any time due to operational necessity. 

 

3.1.4 Timers 
tr Technical response timer. This timer is used by a sending system to detect the 

absence of an expected response in an acceptable period of time. 
tt Termination timer (Sender). This timer is used by a sending system to detect the 

absence of an operational response from the remote system in an acceptable period 
of time. 

 

3.1.5 Deployment 
• D-OTIS is used in the departure, arrival and landing phases of flight. 

• The D-OTIS service is currently defined for use in continental airspaces. 
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3.1.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-D-OTIS-1 3 D-OTIS message fields shall be reviewed by appropriate licensed 
personnel prior to being updated and transmitted. 

SR-D-OTIS-2 3 Controllers and flight crew shall comply with ICAO Annex 11 [22] sections 
4.3.6.1.e), 4.3.6.3 and 4.3.6.4 for D-OTIS letter acknowledgement, 
missing information update by controller and QNH verification. 

SR-D-OTIS-3 3 The flight crew shall check the validity of the D-OTIS report received with 
other operational information onboard and the appropriateness of the 
report. 

SR-D-OTIS-4 3 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of a D-OTIS message. 

SR-D-OTIS-5 4 When a D-OTIS request is rejected by an ATSU, an indication of the 
rejection shall be provided to the aircraft. 

SR-D-OTIS-6 4 The aircraft system/ATSU shall be capable of indicating any loss of D-
OTIS service to the flight crew/appropriate personnel. 

SR-D-OTIS-7 4 The flight crew/controller shall be informed when D-OTIS service is 
available for operational use. 

Confidence: Medium (Copied from a published SPR standard for D-ATIS). 

Airspace: Continental (see ED-120). 

 

3.1.7 Security Requirements 
The following Security Requirements have been developed with reference to the above Safety 
Requirements. 

ID Requirement Notes 

SEC-D-
OTIS-1 

Unauthorized modification of messages shall be 
prevented. 

Several of the Safety 
Requirements rely on the 
integrity of the data being 
maintained. Loss of integrity 
whether by accident or 
deliberately needs to be 
prevented. 

SEC-D-
OTIS-2 

Data origin authentication for both uplink and 
downlink messages shall be provided. 

The impact of failure to detect 
that a message is not from the 
identified sender is equivalent to 
undetected mis-delivery. 

 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-D-OTIS-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 
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3.1.8 Data Transfer Requirements 
DT-D-OTIS-1 TBA 

DT-D-OTIS-2 TBA 

DT-D-OTIS-3 The communications service for D-OTIS shall be available in continental 
airspace. 

DT-D-OTIS-4 The communications service shall be available for communications 
between an aircraft and the controlling ATSU as long as the aircraft is 
within its airspace. 

PR-D-OTIS-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-D-OTIS-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-D-OTIS-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-D-OTIS-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-D-OTIS-ETRCTP The expiration time for RCTP shall be set at 20 seconds. 

PR-D-OTIS-TT(95)RCTP The 95% transaction time for RCTP shall be no greater than 10 seconds. 

Confidence: Low. The PR data transfer requirements are taken from the ACL and D-ATIS definitions. 
The Performance Requirement figures may require adjustment during further validation. 

 

3.2 Data Link Taxi Clearance (D-TAXI) 
 

Data Link Service 
Name 

Data Link Taxi Clearance D-TAXI 

Purpose: 
The D-TAXI service provides Data Link communications between aircraft and Air Traffic Service Units 
for routine ground movement operations – the Start-up, Push back and routine taxi messages will be 
supported. Additionally, some special airport operations such as ‘de-icing’ communications will also 
be provided. It is supplemental to voice communication. 

The objectives are to reduce delays and controller workload through the reduction of voice 
communications and enhanced safety through reducing misunderstandings between pilot and 
controller. 

D-TAXI is an Air Traffic Service supported by CPDLC, which provides for the following exchanges:  

• START-UP; 

• PUSH-BACK; 

• TAXI-OUT; 

• TAXI-UPDATES. 
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Source References: 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

§ Operational Service and Environment Description (OSED) for CASCADE Stream 1 – Data 
Link Taxi Clearance – D-TAXI – Version 0.3 [14]. 

§ CASCADE Operational Focus Group – Working Paper for OFG/8 – Draft Message Set for the 
D-TAXI OSED – Version 0.6 [15]. 

 

 

Description: 
A flight due to depart from an airport, or an aircraft that has just landed, must obtain a series of 
clearances7 from the Controlling Air Traffic Service Unit in order to proceed to or from its stand or the 
runway. 

The objective of the D-TAXI service is to provide automated assistance and additional means of 
communication to controllers and pilots when performing communication exchanges during ground 
movement operations. Any flight having to manoeuvre on a controlled airport must obtain a series of 
clearances from one or more ground-controlling authorities. 

The D-TAXI service is currently composed of 4 sub-services: START-UP; PUSH-BACK; TAXI-OUT 
and TAXI UPDATES (this sub- service does include former TAXI-IN and TAXI-UPDATE subservices). 

This split was selected to enable a partial implementation at specific airports; it has been reviewed at 
the OFG/8 meeting. 

A message (uplink or downlink) can be composed of a series of a maximum of 5 of the elements as 
described in the following tables. 

• Some elements can be used in all the sub-services; others are specific to a sub-service; 
• Some elements are applicable to Uplink and/or Downlink. Consequently related tables 

have been created. 
• All messages having a number in the first column are already referenced in the ICAO 

Manual of Air Traffic Services Data Link Application. 
• Message elements may include access to second level “tables of information”; they are 

listed below the main tables. 
• NOTE: elements of these “tables of information” can also compose a message element 

on their own. 

                                                   
7 In present document, “clearance “is considered in a generic way; it includes instructions, information 
and authorizations or combinations thereof, as dictated by local rules. 
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NOTE : when a reply does include the clearance (or part of it), related elements should be moved 
from the “UPLINK” or “DOWNLINK” tables to the “UPLINK and DOWNLINK” table. 
Remote de-icing information may be necessary in “Start-Up”, “Push-Back” and “Taxi” messages, 
as the ATC sometimes manages the queues in front of de-icing platform by keeping the A/C at stand, 
or clears it to specific “bypass” routings, etc. 

Maturity 

Under definition. 
 

3.2.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM0 UNABLE 
• UM1 STANDBY 
• UM3 ROGER 
• UM117 CONTACT [unitName] [frequency] 
• UM118 AT [location information] CONTACT 

[unitName] [frequency] 
• UM158 ATIS [atisCode] 
• UM159 ERROR [error information] 
• UM164 WHEN READY 
• UM177 AT PILOT DISCRETION 
• UM227 LOGICAL ACKNOWLEDGEMENT 
 

• DM0 WILCO 
• DM1 UNABLE 
• DM2 STANDBY 
• DM3 ROGER 
• DM62 ERROR [error information] 
• DM63 NOT CURRENT DATA AUTHORITY 
• DM100 LOGICAL ACKNOWLEDGEMENT 
• DM108 DE-ICING COMPLETE 

Message Definition Standards 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 
The suggested message set listed in ref. [15] has been revised. 

 

3.2.2 New Message Definitions 
NOTE: the definitions of the information fields are given at the end of the table. 

Ground to Air Air to Ground 
• UNABLE DUE TO [freetext] 
• FOR REMOTE DE-ICING 
• EXPECT START UP [time information] 
• REVISED START UP [time information] 
• CANCEL START UP 
• START UP APPROVED 
• START UP APPROVED, MONITOR 

[frequency] 
• MONITOR [frequency] 
• MONITOR [frequencyIdentifier] [frequency] 
• PUSH APPROVED 
• MONITOR [frequency] PUSH APPROVED 
• STANDARD PUSH APPROVED 
• MONITOR [frequency] STANDARD PUSH 

APPROVED 
 

• UNABLE DUE TO [freetext] 
• FOR REMOTE DE-ICING 
• REQUEST START UP 
• REQUEST START UP [time information] 
• REQUEST START UP [position information] 
• REQUEST START UP [time information] 

[position information] 
• CANCEL START UP 
• ABLE INTERSECTION [designator] FOR 

RUNWAY [designator] 
• REQUEST PUSH BACK 
• REQUEST PUSH BACK [time information] 
• WITH [number] ENG START AT STAND 
• CLEARANCE LIMIT [position information] 
• VIA [taxiway information] 
• REQUEST TAXI 
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• EXPECT TAXI OUT VIA TWAY [taxiway 
information] 

• EXPECT PUSH [time information] 
• REVISED PUSH [time information] 
• IN RESPECT OF [aircraft information] 
• REMAIN CLEAR [position information] 
• CLEARANCE LIMIT [position information] 
• CLEARANCE LIMIT [position information], 

FOR INFO NEXT VIA TWY [taxiway 
information] 

• VIA [taxiway information] 
• VIA TWY [taxiway information] 
• NEXT VIA TWY [taxiway information] 
• MONITOR [frequency] TAXI TO [location 

information] 
• MONITOR [frequency] TAXI TO [location 

information], CAT [number] STOP BAR 
• MONITOR [frequency] TAXI VIA [taxiway 

information] 
• HOLD POSITION 
• HOLD POSITION [position] 
• HOLD SHORT [position] 
• HOLD SHORT OF [location information] 
• AND WAIT 
• REPORT [position information] 
• BACK TRACK RWY [designator] 
• CROSS [location information] 
• CROSS RWY [designator] 
• EXPECT ROUTING VIA TWY [taxiway 

information] 
• FOLLOW [aircraft information] TO [location 

information] 
• WHEN REACHING [location information] 
• STOP BEFORE [location information] 
• PROCEED BEFORE [aircraft information] 
• PROCEED AFTER [aircraft information] 
• PROCEED BEHIND [aircraft information] 
• PROCEED IN FRONT OF [aircraft 

information] 
• REVERT TO VOICE FREQ [frequency] 
• REVERT TO VOICE FREQ 

[frequencyIdentifier] [frequency] 
• TIME CHECK [time] 
•  [freetext], QNH [number] 
• [freetext], QNH [number] END 
 

Time information: 
• AT [time] 
• NOT BEFORE [time] 
• IN ACCORDANCE WITH TOBT [time] 
• TOBT [time] 
• CTOT [time] 
• EOBT [time] 
 

• REQUEST TAXI TO [location information] 
• REQUEST TAXI VIA TWY [taxiway 

information] 
• REQUEST TAXI UPDATE 
• REQUEST TAXI TO STAND 
• REQUEST TAXI TO STAND [designator] 
• REQUEST TAXI BACK TO STAND 
• REQUEST TAXI BACK TO STAND 

[designator] 
• ABLE INTERSECTION [designator] FOR 

RWY [designator] 
 
 
Time information: 
• AT [time] 
• NOT BEFORE [time] 
• IN ACCORDANCE WITH TOBT [time] 
• TOBT [time] 
• CTOT [time] 
• EOBT [time] 
 
Position information:  
• ON TAXIWAY [designator] 
• OF TAXIWAY [designator] 
• END OF TAXIWAY [designator] 
• ON TAXILANE [designator] 
• ABEAM STAND [designator] 
• PRESENT POSITION [location] 
• ON STAND [designator] 
• ABEAM TAXIWAY [designator] 
• ON DE-ICING AREA [designator] 
• ON RWY [designator] 
• AT HOLDING BAY [designator] 
• AT POINT [designator] 
• AT CROSSING POINT [designator] 
• AT INTERSECTION [designator] 
• TO PLATFORM [designator] 
• ON PLATFORM [designator] 
 
Taxiway information:  
• [ <designator>-<designator>.....] 
• INNER-[xxx]-TWY [<designator>-

<designator>.....] 
• OUTER-[xxx]-TWY [<designator>-

<designator>.....] 
 
Direction information:  
• FACING [designator] 
• FACING [direction] 
• TAIL TO [designator] 
• TAIL TO [direction] 
 
Location information:  
• STAND [designator] 
• TERMINAL [designator] 



Application Requirement Analysis 

Version: 3.0 Date: 22-Jan-2007 Page: 30 

Position information:  
• ON TAXIWAY [designator] 
• OF TAXIWAY [designator] 
• END OF TAXIWAY [designator] 
• ON TAXILANE [designator] 
• ABEAM STAND [designator] 
• PRESENT POSITION [location] 
• ON STAND [designator] 
• ABEAM TAXIWAY [designator] 
• ON DE-ICING AREA [designator] 
• ON RWY [designator] 
• AT HOLDING BAY [designator] 
• AT POINT [designator] 
• AT CROSSING POINT [designator] 
• AT INTERSECTION [designator] 
• TO PLATFORM [designator] 
• ON PLATFORM [designator] 
 
Taxiway information:  
• [ <designator>-<designator>.....] 
• INNER-[xxx]-TWY [<designator>-

<designator>.....] 
• OUTER-[xxx]-TWY [<designator>-

<designator>.....] 
Direction information: 
• FACING [designator] 
• FACING [direction] 
• TAIL TO [designator] 
• TAIL TO [direction] 
 
Location information: 
• STAND [designator] 
• TERMINAL [designator] 
• HOLDING POINT [designator] FOR RWY 

[designator] 
• HOLDING POINT [designator] FOR RWY 

[designator] INTERSECTION [designator] 
• PLATFORM [designator] 
• HOLDING BAY [designator] 
• POINT [designator] 
• CROSSING POINT [designator] 
• INTERSECTION [designator] 
• TWY [designator] 
• TAXILANE [designator] 
• CAT [number] STOP BAR 
• REMOTE DE-ICING HOLDING POSITION 

[designator] 
• DE-ICING AREA [designator] 
 
Aircraft information: 
• [Aircraft type] 

• [ATC Call sign] 
• [24-bit address] 
• [freetext] 

 

• HOLDING POINT [designator] FOR RWY 
[designator] 

• HOLDING POINT [designator] FOR RWY 
[designator] INTERSECTION [designator] 

• PLATFORM [designator] 
• HOLDING BAY [designator] 
• POINT [designator] 
• CROSSING POINT [designator] 
• INTERSECTION [designator] 
• TWY [designator] 
• TAXILANE [designator] 
• CAT [number] STOP BAR 
• REMOTE DE-ICING HOLDING POSITION 

[designator] 
• DE-ICING AREA [designator] 
 
Aircraft information: 
• [Aircraft type] 

• [ATC Call sign] 
• [24-bit address] 
• [freetext] 
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Message Definition Standards 

The above are all defined in ref. [14]. The message set listed in ref. [15] has been revised. 

NOTE: De-icing Special operation elements can be introduced here when applicable to all 
subservices. 

 

3.2.3 Time Sequence Diagrams 

Flight crew/HMI

LACK 

Clearance Request 

Comm.
Service

Ground 
System Controller/HMI

Aircraft 
System

ATSU

ATSP

(logical acknowledgement)

Delivery Clearance 

PAM (Aircrew Acknowledgement)

Clearance Request 

LACK 

Delivery Clearance 

LACK 

LACK 

PAM 

LACK 

LACK 

tr= 30 sec

tt1= 5 min

tr= 30 sec

tr= 30 sec

tt2= 3 min

 

Figure 7 Air Initiated Exchange (immediate response) 
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Figure 8 Air Initiated Exchange (STANDBY response) 

3.2.4 Timers 
tr Technical response timer. This timer is used by a sending system in LACK regions to 

detect the absence of an expected LACK response in an acceptable period of time. 
to Operational timeout. The value of this timer shall be a local implementation issue. 

 
ttr Termination timer (Receiver). This is used by a receiving system to detect the 

absence of a response (system or human) to a received message in an acceptable 
period of time. 



Application Requirement Analysis 

Version: 3.0 Date: 22-Jan-2007 Page: 33 

tts Termination timer (Sender). This timer is used by a sending system to detect the 
absence of an operational response from the remote system in an acceptable period 
of time. 

NOTE: The to operational timeout, not shown in the above figures, shall be used to determine 
whether or not an appropriate operational response message has been received. 

 

3.2.5 Deployment 
• D-TAXI is used in the ground phase. 

• The D-TAXI service is currently defined for use in continental airspaces. 

3.2.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-D-TAXI-1 3 When a clearance requires execution of more than one manoeuvre to be 
done in a specific sequence, the clearances shall be put in the order that 
they are to be executed in a single uplink message. 

SR-D-TAXI-2 3 Each uplink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-D-TAXI-3 3 Each downlink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-D-TAXI-4 3 A response message shall indicate to which message it refers. 

SR-D-TAXI-5 3 Each message shall be time stamped. 

SR-D-TAXI-6 3 The time stamp shall indicate the time that the message is released by 
the initiator for onward transmission. 

SR-D-TAXI-7 3 Messages shall be responded to in their entirety. 

SR-D-TAXI-8 3 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the message. 

SR-D-TAXI-9 3 The receiver shall reject messages not addressed to its end system. 

SR-D-TAXI-
10 

3 The initiator shall transmit messages to the designated end system. 

SR-D-TAXI-
11 

3 An indication shall be provided to the responder and to the initiator when 
a message is rejected by the local system because the response is not 
received within the required response time (ETRESPONDER). 

SR-D-TAXI-
12 

3 The initiating system shall be capable of indicating to the user when a 
required response is not received within the required time (ETTRN). 

SR-D-TAXI-
13 

3 When a received message contains a time stamp that indicates that the 
ETTRN time has been exceeded, the receiving system shall either 
discard the message and inform the initiator or display the message to 
the receiver with an appropriate indication. 

SR-D-TAXI-
14 

3 When the controller/flight crew is informed that a message has been 
rejected by the local system because the response has not been sent 
within the required response time (ETRESPONDER), the controller/flight 
crew shall clarify the status of the message (e.g. by using voice). 
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Requirement Hazard 
Class 

Description 

SR-D-TAXI-
15 

3 The ATSU and aircraft shall be synchronized to within one second of 
UTC. 

SR-D-TAXI-
16 

3 The ATSU shall prevent release of a clearance without controller action. 

SR-D-TAXI-
17 

3 The aircraft system shall prevent release of a report/operational response 
without flight crew action. 

SR-D-TAXI-
18 

3 The recipient shall be capable of detecting a corrupted message. 

SR-D-TAXI-
19 

3 The recipient shall prohibit operational processing of detected corrupted 
messages. 

SR-D-TAXI-
20 

3 The recipient shall be able to determine the message initiator. 

SR-D-TAXI-
21 

3 Whenever an operational message is discarded an indication shall be 
provided to the initiator. 

SR-D-TAXI-
22 

48 Messages shall be transmitted/received in the order that they are sent. 

SR-D-TAXI-
23 

3 Only one dialogue of a given type (See ED-120 Table 5-54 and ED-120 
Table 5-55) shall be open at any time for a given aircraft-ATSU pair. 

Confidence: Low (Copied from ACL message definition). 

Airspace: Continental (see ED-120). 

3.2.7 Security Requirements 
The following Security Requirements have been developed with reference to the above Safety 
Requirements. 

ID Requirement Notes 

SEC-D-
TAXI-1 

Unauthorized modification of messages shall be 
prevented. 

Several of the Safety 
Requirements rely on the 
integrity of the data being 
maintained. Loss of integrity 
whether by accident or 
deliberately needs to be 
prevented. 

SEC-D-
TAXI-2 

Data origin authentication for both uplink and 
downlink messages shall be provided. 

The impact of failure to detect 
that a message is not from the 
identified sender is equivalent to 
undetected mis-delivery. 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-D-TAXI-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 

                                                   
8 The downgrading of this SR to hazard class 4 is in line with the recommendation in reference  . 



Application Requirement Analysis 

Version: 3.0 Date: 22-Jan-2007 Page: 35 

3.2.8 Data Transfer Requirements 
DT-D-TAXI-1 TBA 

DT-D-TAXI-2 TBA 

DT-D-TAXI-4 The communications service for D-TAXI shall be available in continental 
airspace. 

DT-D-TAXI-5 The communications service shall be available for communications 
between an aircraft and the controlling ATSU as long as the aircraft is 
within its airspace. 

PR-D-TAXI-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-D-TAXI-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-D-TAXI-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-D-TAXI-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-D-TAXI-ETRCTP The expiration time for RCTP shall be set at 20 seconds. 

PR-D-TAXI-TT(95)RCTP The 95% transaction time for RCTP shall be no greater than 16 seconds. 

Confidence: Low. The PR data transfer requirements are taken from the ACL definition. 

 

3.3 Departure Clearance Service 
 

Data Link Service 
Name 

Departure Clearance Service DCL 

Purpose: 
The Departure Clearance (DCL) service provides automated assistance for requesting and delivering 
clearances. 

When DCL is provided through the use of CPDLC, this information can be exchanged using CPDLC 
message elements, as shown below. 

DCL is also provided as an ACARS service (see ED-85A). 

 

Source References: 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ Eurocae ED-85A DLASD for the “Departure Clearance” Data-Link service [6]. 
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§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

§ ICAO ACP/WGN05-WP21 CPDLC Message Sequencing Issues [23]. 

Description: 
DCL may be offered the following ways: 

• DCL service is available from a time period (see note) prior to the estimated off block time 
(EOBT) or engine start-up request time until the time the aircraft commences movement 
under its own power. In this case DCL is normally initiated by the flight crew. The response 
may be from a controller or an automation system on behalf of the controller, as applicable. 

• DCL service may also be available from the time when the aircraft commences movement 
under its own power until the aircraft leaves the holding point for the take-off runway. In this 
case DCL will be restricted to revisions of a previously granted clearance and is normally 
initiated by the controller. 

NOTE: The time period will depend on many factors such as airport procedures, airline procedures, 
slot time, traffic density and SSR code allocation shortages. However, it is advisable not to initiate a 
request more than 30 minutes prior to EOBT. Requests made shortly prior to EOBT, about 10 
minutes, will be less likely to be revised. 

Since the delivery of the DCL will be subject to local procedures, the time from the request for a DCL 
to its delivery to the aircraft is a local variable. 

Maturity 

Mature – in operational use as an ACARS service. 
 

 

 

 

3.3.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM0 UNABLE 
• UM1 STANDBY 
• UM3 ROGER 
• UM4 AFFIRM 
• UM5 NEGATIVE 
• UM6 EXPECT [level] 
• UM73 [departure clearance] 
• UM79 CLEARED TO [pos] VIA [route 

clearance]  
• UM117 CONTACT [unitName] [frequency] 
• UM123 SQUAWK [code] 
• UM135 CONFIRM ASSIGNED LEVEL 
• UM159 ERROR [error information] 

• DM0 WILCO 
• DM1 UNABLE 
• DM2 STANDBY 
• DM3 ROGER 
• DM4 AFFIRM 
• DM5 NEGATIVE 
• DM25 REQUEST [clearance type] 

CLEARANCE 
• DM62 ERROR [error information] 
• DM63 NOT CURRENT DATA AUTHORITY 
• DM65 DUE TO WEATHER 
• DM66 DUE TO AIRCRAFT PERFORMANCE 
• DM81 WE CAN ACCEPT [level] AT [time] 
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• UM160 NEXT DATA AUTHORITY [facility] 
• UM162 SERVICE UNAVAILABLE9 
• UM165 THEN 
• UM183 [free text] 
• UM196 [free text] 
• UM203 [free text] 
• UM205 [free text] 
• UM227 LOGICAL ACKNOWLEDGEMENT 
• UM233 USE OF LOGICAL 

ACKNOWLEDGEMENT PROHIBITED 

• DM82 WE CANNOT ACCEPT [level] AT 
[time] 

• DM96 [free text] 
• DM98 [free text] 
• DM100 LOGICAL ACKNOWLEDGEMENT 
• DM106 PREFERRED LEVEL [level] 
• DM107 NOT AUTHORIZED NEXT DATA 

AUTHORITY 
 

Message Definition Standards 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 

3.3.2 New Message Definitions 
None. 

                                                   
9 Text ‘SERVICE UNAVAILABLE’ is just an ICAO intention. It is recommended to use the text 
‘MESSAGE NOT SUPPORTED BY THIS UNIT’ for display in the aircraft.  
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3.3.3 Time Sequence Diagrams 

 

Figure 9 : Aircrew Initiated Exchange 
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Figure 10 : Controller Initiated Exchange 

3.3.4 Timers 
tr Technical response timer. This timer is used by a sending system in LACK regions to 

detect the absence of an expected LACK response in an acceptable period of time. 
ttr Termination timer (Receiver). This is used by a receiving system to detect the 

absence of a response (system or human) to a received message in an acceptable 
period of time. 

tts Termination timer (Sender). This timer is used by a sending system to detect the 
absence of an operational response from the remote system in an acceptable period 
of time. 

3.3.5 Deployment 
• DCL is used in the ground phase of flight. 

• The DCL service is currently defined for use in continental airspaces. 
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3.3.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-DCL-1 3 When a clearance requires execution of more than one manoeuvre to be 
done in a specific sequence, the clearances shall be put in the order that 
they are to be executed in a single uplink message. 

SR-DCL-2 3 Each uplink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-DCL-3 3 Each downlink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-DCL-4 3 A response message shall indicate to which message it refers. 

SR-DCL-5 3 Each message shall be time stamped. 

SR-DCL-6 3 The time stamp shall indicate the time that the message is released by 
the initiator for onward transmission. 

SR-DCL-7 3 Messages shall be responded to in their entirety. 

SR-DCL-8 3 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the message. 

SR-DCL-9 3 The receiver shall reject messages not addressed to its end system. 

SR-DCL-10 3 The initiator shall transmit messages to the designated end system. 

SR-DCL-11 3 An indication shall be provided to the responder and to the initiator when 
a message is rejected by the local system because the response is not 
received within the required response time (ETRESPONDER). 

SR-DCL-12 3 The initiating system shall be capable of indicating to the user when a 
required response is not received within the required time (ETTRN). 

SR-DCL-13 3 When a received message contains a time stamp that indicates that the 
ETTRN time has been exceeded, the receiving system shall either 
discard the message and inform the initiator or display the message to 
the receiver with an appropriate indication. 

SR-DCL-14 3 When the controller/flight crew is informed that a message has been 
rejected by the local system because the response has not been sent 
within the required response time (ETRESPONDER), the controller/flight 
crew shall clarify the status of the message (e.g. by using voice). 

SR-DCL-15 3 The ATSU and aircraft shall be synchronized to within one second of 
UTC. 

SR-DCL-16 3 The ATSU shall prevent release of a clearance without controller action. 

SR-DCL-17 3 The aircraft system shall prevent release of a request/operational 
response without flight crew action. 

SR-DCL-18 3 The recipient shall be capable of detecting a corrupted message. 

SR-DCL-19 3 The recipient shall prohibit operational processing of detected corrupted 
messages. 

SR-DCL-20 3 The recipient shall be able to determine the message initiator. 

SR-DCL-21 3 Whenever an operational message is discarded an indication shall be 
provided to the initiator. 
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Requirement Hazard 
Class 

Description 

SR-DCL-22 410 Messages shall be transmitted/received in the order that they are sent. 

SR-DCL-23 3 Only one DCL dialogue shall be open at any time for a given aircraft-
ATSU pair. 

Confidence: High (Copied from a published SPR standard). 

Airspace: Continental (see ED-120). 

3.3.7 Security Requirements 
The following Security Requirements have been developed with reference to the above Safety 
Requirements. 

ID Requirement Notes 

SEC-DCL-
1 

Unauthorized modification of messages shall be 
prevented. 

Several of the Safety 
Requirements rely on the 
integrity of the data being 
maintained. Loss of integrity 
whether by accident or 
deliberately needs to be 
prevented. 

SEC-DCL-
2 

Data origin authentication for both uplink and 
downlink messages shall be provided. 

The impact of failure to detect 
that a message is not from the 
identified sender is equivalent to 
undetected mis-delivery. 

 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-DCL-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 

3.3.8 Data Transfer Requirements 
DT-DCL-1 TBA 

DT-DCL-2 TBA 

DT-DCL-3 The communications service for DCL shall be available in the aerodrome. 

DT-DCL-4 The communications service for DCL shall be available in continental 
airspace. 

PR-DCL-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-DCL-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-DCL-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-DCL-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

                                                   
10 The downgrading of this SR to hazard class 4 is in line with the recommendation in reference  . 
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PR-DCL-ETRCTP The expiration time for RCTP shall be set at 60 seconds. 

PR-DCL-TT(95)RCTP The 95% transaction time for RCTP shall be no greater than 40 seconds. 
 

NOTE: The Performance Requirement figures may require adjustment during further validation. 

 

4. OCEANIC DATA LINK SERVICES REQUIREMENTS 

4.1 Identification of Oceanic Data Link Service 
Requirements 

4.1.1 Identification of Oceanic Data Link Services 
The content of this section is based on the following documents: 

§ COCR – Communications Operating Concept and Requirements for the Future Radio 
System – Version 1.0 [16]. 

§ PU-24 – Safety and Performance Requirements Standard for Air Traffic Data Link Services in 
Oceanic and Remote Airspace (Oceanic SPR Standard) – version 3 – May 2004 [30]. 

The oceanic and remote data link services provide communication and surveillance capabilities to 
support the following ATS functions: 

a) Separation assurance at 50 NM lateral, 50 NM longitudinal, 30 NM lateral, 30 NM longitudinal 
separations; 

b) Route conformance monitoring; 

c) Reroutes; 

d) Weather deviations. 

The COCR document (section 2.2.5) identifies the Downstream Clearance service (DSC) and ADS-C 
based Position Reporting service (APR) as the only data link services specifically used with oceanic 
en-route ATSU before entering the oceanic airspace. The DSC service is used by the aircrew to 
request and obtain a clearance from the oceanic ATSU before entering the oceanic airspace and the 
ADS contract is used to monitor the progress of the flight. Other data link services (Clearance 
Request and Delivery, Transfer of Communication, Information exchange and reporting) are operated 
with oceanic ATSU. The communication requirements of these services have already been identified 
for other more stringent environments (see ACL and ACM in LINK and CASCADE data link services). 

4.1.2 Downstream Clearance (DSC) service Requirements 
The Downstream Clearance (DSC) service is included in the Baseline 1 set of continental data link 
services. DSC Requirements on the communication system are therefore defined in the following 
documents: 

§ Eurocae ED-120 – Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace – May 2004 [11]. 

§ Eurocae ED-110A – Interoperability Requirements Standard For ATN Baseline 1 [10]. 

As the material pertaining to DSC in the document referred to above has not been extensively 
validated, the review of the communication requirements for the DSC service has been consolidated 
with the service analyses performed for DSC in other data link environments (ACARS): 
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§ Eurocae ED-106A – Data Link Application System Document (DLASD) for the “Oceanic 
Clearance” Data Link Service – March 2004 [8]. 

§ RTCA DO-296 – Safety Requirements for Aeronautical Operational Control Datalink 
Messages – October 19, 2004 [29]. 

The DSC service requirements are summarized in Section 4.2. 

4.1.3 Position Reporting (PR) service Requirements 
The Position Reporting service is operated in oceanic and remote airspace. The safety and 
performance of this service are therefore defined in the following documents: 

§ PU-24 – Safety and Performance Requirements Standard for Air Traffic Data Link Services in 
Oceanic and Remote Airspace (Oceanic SPR Standard) – version 3 – May 2004 [30]. 

The APR service requirements are summarized in Section 4.3. The current status of document PU-40 
does not allow the safety and Performance Requirements to be listed. 

4.2 Downstream Clearance / Oceanic Clearance 
 

Data Link Service 
Name 

Downstream Clearance / Oceanic Clearance DSC / OCL 

Purpose: 

The DSC service is provided for flight crews who are required to request and obtain clearances from 
ATSUs that are not yet in control of the aircraft, when they cannot get the clearance information via 
the C-ATSU through ATSU-to-ATSU coordination.11 

Source References: 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ ICAO ACP/WGN05-WP21 CPDLC Message Sequencing Issues [23]. 

ATN-based services: 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

ACARS-based services: 

§ Eurocae ED-106A – Data Link Application System Document (DLASD) for the “Oceanic 
Clearance” Data Link Service – March 2004 [8]. 

§ RTCA DO-296 – Safety Requirements for Aeronautical Operational Control Datalink 
Messages – October 19, 2004 [29]. 

                                                   
11 It should be noted that the use of DSC is currently subject to resolution of operational issues, and is 
expected to be revised before deployment can be considered. 
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Description: 
The DSC service is provided for flight crews who are required to request and obtain clearances from 
ATSUs that are not yet in control of the aircraft when they cannot get the clearance information via the 
C-ATSU through ATSU-to-ATSU coordination. 

Such ATSUs are expected to be responsible for the control of the aircraft during a later part of the 
flight. An aircraft may be in any phase of flight (e.g. on aerodrome, arrival/departure or en-route 
environment) when requesting and obtaining a downstream clearance. 

Clearances or information received through downstream communications that have an effect on the 
aircraft’s trajectory other than the D-ATSU airspace are explicitly coordinated. Communication with 
the C-ATSU is unaffected by any communication with the D-ATSU. Local procedures govern the need 
for the C-ATSU to be made aware of the information obtained from the D-ATSU. The flight crew 
initiates the DSC service. 

The aircraft conducts DSC with only one D-ATSU at any one time. 

The aircraft system clearly and unambiguously differentiates between messages from the C-ATSU 
and messages from a D-ATSU. 

Any message used in DSC is readily identifiable as such on the display of both the sender and the 
recipient of the message. 

A given ATSU is not required to support the DSC service. 

Maturity 

Mature – in operational use (Oceanic Clearance). 

4.2.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM0 UNABLE 
• UM1 STANDBY 
• UM162 SERVICE UNAVAILABLE12  
• UM211 REQUEST FORWARDED 

 
• UM21 AT [time] CLIMB TO [level] 
• UM22 AT [position] CLIMB TO [level] 
• UM24 AT [time] DESCEND TO [level] 
• UM25 AT [position] DESCEND TO [level] 
• UM26 CLIMB TO REACH [level] BY [time] 
• UM27 CLIMB TO REACH [level] BY [position] 
• UM28 DESCEND TO REACH [level] BY [time] 
• UM29 DESCEND TO REACH [level] BY 

[position] 
• UM46 CROSS [position] AT [level] 
• UM47 CROSS [position] AT OR ABOVE 

[level] 
• UM48 CROSS [position] AT OR BELOW 

[level] 

• DM23 REQUEST [procedureName]  
• DM24 REQUEST [routeClearance]  
• DM25 REQUEST [ClearanceType] CLEARANCE
• DM67 [freetext] 

 

                                                   
12 Text ‘SERVICE UNAVAILABLE’ is just an ICAO intention. It is recommended to use the text 
‘MESSAGE NOT SUPPORTED BY THIS UNIT’ for display in the aircraft.  



Application Requirement Analysis 

Version: 3.0 Date: 22-Jan-2007 Page: 45 

• UM49 CROSS [position] AT AND MAINTAIN 
[level] 

• UM50 CROSS [position] BETWEEN [level] 
AND [level] 

• UM51 CROSS [position] AT [time] 
• UM52 CROSS [position] AT OR BEFORE 

[time] 
• UM53 CROSS [position] AT OR AFTER [time] 
• UM54 CROSS [position] BETWEEN [time] 

AND [time] 
• UM58 CROSS [position] AT [time] AT [level] 
• UM59 CROSS [position] AT OR BEFORE 

[time] AT [level] 
• UM60 CROSS [position] AT OR AFTER [time] 

AT [level] 
• UM62 AT [time] CROSS [position] AT AND 

MAINTAIN [level] 
• UM63 AT [time] CROSS [position] AT AND 

MAINTAIN [level] AT [speed] 
• UM81 CLEARED [procedure name] 
• UM83 AT [position] CLEARED 

[routeClearance] 
• UM84 AT [position] CLEARED 

[procedureName] 
• UM99 EXPECT [procedureName] 
• UM183 [freetext] 
• UM185 AFTER PASSING [position] CLIMB 

TO [level] 
• UM186 AFTER PASSING [position] 

DESCEND TO [level] 
Message Definition Standards: 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 

 

Ground to Air Air to Ground 
• Oceanic Clearance Uplink (CLX). The 

Oceanic Clearance Uplink (CLX) 
message permits the Traffic Controller to 
either uplink to the Flight Crew the 
requested oceanic clearance with the 
proposed route of flight information, or to 
request a change to existing clearance. 

 

• Flight System Message (FSM). The Flight 
System Message (FSM) permits the 
Flight Crew to be notified of the receipt of 
the downlink message (RCL or CLA) by 
the Traffic Controller or the ATS ground 
system. 

• Oceanic Request Clearance (RCL). The 
Oceanic Request Clearance (RCL) 
message permits the Flight Crew to 
either request an oceanic clearance from 
the Traffic Controller, or to request a 
change to existing clearance. The RCL 
message contains the requested route 
(requested entry point in the OCA, 
requested time of entry, requested flight 
level, requested speed and others). 

• Oceanic Clearance Readback (CLA). 
The Oceanic Clearance Readback (CLA) 
message permits the Flight Crew to 
inform the Traffic Controller that the 
proposed operational contents of the 
received oceanic clearance are 
accepted.  
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Message Definition Standards: The above are all defined in ED-106A. 

 

4.2.2 New Message Definitions 
None. 
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4.2.3 Time Sequence Diagrams 

Aircraft/Aircrew D-ATSU/ControllerCommunications Service

LACK

tr
LACK

DSC-start request and  Clearance Request

Standby Response

Standby Response

LACK

LACK

LACK

LACK

tr

DSC Clearance

LACK

LACK

Standby

Standby

WILCO / UNABLE

LACK

LACK

tts

DSC-start indication and  Clearance Request

tr

ttr

ttr

tts
DSC Clearance

tts

ttr
tr

tts

WILCO / UNABLE

tr

DSC-start-confirmation

DSC-start-response

DSC-end-request

DSC-end-indication

DSC-end-confirmation

DSC-end-response

ttr

Figure 11 Air Initiated Exchange 
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4.2.4 Timers 
tr Technical response timer. This timer is used by a sending system in LACK regions to 

detect the absence of an expected LACK response in an acceptable period of time. 
ttr Termination timer (Receiver). This is used by a receiving system to detect the 

absence of a response (system or human) to a received message in an acceptable 
period of time. 

tts Termination timer (Sender). This timer is used by a sending system to detect the 
absence of an operational response from the remote system in an acceptable period 
of time. 

 

4.2.5 Deployment 
• DSC is completed prior to the aircraft entering the D-ATSU airspace. 

• Any revision to a DSC can only be transmitted via data link if the aircraft maintains the 
connection. 

• The DSC service is currently defined for use in continental airspaces (for oceanic clearances). 

 

4.2.6 Safety Requirements 
• Derived from ED-120 

Requirement Associated 
Hazard 
Class 

Description 

SR-DSC-1 3 When a clearance requires execution of more than one manoeuvre to 
be done in a specific sequence, the clearances shall be put in the 
order that they are to be executed in a single uplink message. 

SR-DSC-2 3 Each uplink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-DSC-3 3 Each downlink message shall be uniquely identified for a given aircraft-
ATSU pair. 

SR-DSC-4 3 A response message shall indicate to which message it refers. 

SR-DSC-5 3 Each message shall be time stamped.  

SR-DSC-6 3 The time stamp shall indicate the time that the message is released by 
the initiator for onward transmission. 

SR-DSC-7 3 Messages shall be responded to in their entirety. 

SR-DSC-8 3 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the message. 

SR-DSC-9 3 The receiver shall reject messages not addressed to its end system. 

SR-DSC-10 3 The initiator shall transmit messages to the designated end system. 

SR-DSC-11 3 An indication shall be provided to the responder and to the initiator 
when a message is rejected by the local system because the response 
is not received within the required response time (ETRESPONDER). 

SR-DSC-12 3 The initiating system shall be capable of indicating to the user when a 
required response is not received within the required time (ETTRN). 
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Requirement Associated 
Hazard 
Class 

Description 

SR-DSC-13 3 When a received message contains a time stamp that indicates that 
the ETTRN time has been exceeded, the receiving system shall either 
discard the message and inform the initiator or display the message to 
the receiver with an appropriate indication. 

SR-DSC-14 3 When the controller/flight crew is informed that a message has been 
rejected by the local system because the response has not been sent 
within the required response time (ETRESPONDER), the 
controller/flight crew shall clarify the status of the message (e.g. by 
using voice). 

SR-DSC-15 3 The D-ATSU and aircraft system shall be synchronized to within one 
second of UTC. 

SR-DSC-16 3 The ATSU shall prevent release of a clearance without controller 
action. 

SR-DSC-17 3 The aircraft system shall prevent release of a request/operational 
response without flight crew action. 

SR-DSC-18 3 The recipient shall be capable of detecting a corrupted message. 

SR-DSC-19 3 The recipient shall prohibit operationally processing of detected 
corrupted messages. 

SR-DSC-20 3 The recipient shall be able to determine the message initiator. 

SR-DSC-21 3 Whenever a message is discarded an indication shall be provided to 
the initiator. 

SR-DSC-22 413 Messages shall be transmitted/received in the order that they are sent. 

SR-DSC-23 3 A message for used DSC shall be identifiable as such. 

SR-DSC-24 3 The ATSU shall reject a request for a DSC from an aircraft for whom it 
does not have a flight plan. 

SR-DSC-25 3 When a DSC clearance affects the aircraft’s trajectory in another 
ATSU’s airspace, the flight crew shall coordinate the clearance with the 
affected ATSU. 

SR-DSC-26 3 An aircraft shall conduct DSC with only one D-ATSU at any one time. 

Confidence: High (Copied from a published SPR standard). 

Airspace: Continental (see ED-120). 

• Derived from ED-106A 

The Functional Hazard Analysis FHA conducted at overall system level on the Oceanic Clearance 
Data Link system demonstrates that all the failure conditions are classified either Class 0 (no effect) or 
Class 1 (minor). So, no particular safety or security assessment concerning the Data Link service is 
required by the ED-106A document. 

In this context, the general requirements for International Aeronautical Telecommunication service 
specified in ICAO annexes are applicable, especially for incident and/or accident investigation 
purposes involving: 

• the provision of a communication recording function, 

• the provision of an accurate time information. 

                                                   
13 The downgrading of this SR to hazard class 4 is in line with the recommendation in reference 4. 
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Requirement Hazard 
Class 

Description 

  All Data Link messages related to the OCL service, including time stamp, 
transiting via the Data Link service shall be recorded by the 
communication service provider for a period of at least one month, as 
defined in ICAO Annex 10 [21] Volume II Section 3.5.1.5. 

  The instantaneous difference between the Universal Co-ordinated Time 
(UTC) and the time reference used by the Data Link service shall be as 
defined in ICAO Annex 11 [22] chapter 2 Section 2.24.3, i.e. +/- 1 
second. 
 

 

• Derived from DO-296 

The safety analysis of the Oceanic Clearance service lead by the RTCA and recorded in the DO-296 
document is not compliant with the safety conclusions recorded in the ED-106A document. In 
particular, the undetected loss, delay, misdirection or corruption of specific elements on this message 
(entry point, entry time, speed, route of flight and altitude) are considered as a potential major hazard 
in the operation of an aircraft. 

The DO-296 document identifies several risk reduction strategies which are applicable to the Data 
Link service, for the reduction of the undetected corruption of Oceanic Clearance message risk. 

Requirement Hazard 
Class 

Description 

  Air and Ground AOC/ATS Data Link system shall implement an end-to-
end data integrity checksum (Cyclic Redundancy Check – CRC) to 
mitigate possible corruption in the Data Link network 

 

4.2.7 Security Requirements 
The following Security Requirements have been developed with reference to the above Safety 
Requirements. 

ID Requirement Notes 

SEC-DSC-1 Unauthorized modification of messages shall be 
prevented. 

Several of the Safety 
Requirements rely on the 
integrity of the data being 
maintained. Loss of integrity 
whether by accident or 
deliberately needs to be 
prevented. 

SEC-DSC-2 Data origin authentication for both uplink and 
downlink messages shall be provided. 

The impact of failure to detect 
that a message is not from the 
identified sender is equivalent to 
undetected mis-delivery. 

 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-DSC-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 
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4.2.8 Data Transfer Requirements 
• ED-120 

 Definition Performance Requirement 

DT-DSC-1  The maximum message size supported for uplink 
messages shall be not less than 10314 bytes 
(theoretical maximum for Route Clearance with all 
optional fields present). 

DT-DSC-2  The maximum message size supported for downlink 
messages shall be not less than 10314 bytes 
(theoretical maximum for Route Clearance with all 
optional fields present). 

PR-DSC-CRCTP  The continuity for RCTP shall be no less than 0.995 
per Flight Hour. 

PR-DSC-A(Use)RCP  The availability of use for RCP shall be no less than 
0.993 per Flight Hour. 

PR-DSC-
A(Provision)RCP 

 The availability of provision for RCP shall be no less 
than 0.999 per Flight Hour. 

PR-DSC-IRCP  The integrity for RCP shall be no less than 10-5 per 
Flight Hour. 

PR-DSC-ETRCTP  The expiration time for RCTP shall be set at 120 
seconds. 

PR-DSC-
TT(95)RCTP 

 The 95% transaction time for RCTP shall be no 
greater than 100 seconds. 

 

NOTE: RCP is a statement of the Performance Requirements for operational communication in 
support of specific ATS functions. RCTP is a statement of the Performance Requirements for 
operational communication limited to the technical communication portions of the communication 
process (ICAO). 

 

• ED-106A 

 Definition Requirement 

Data Link Transit 
Delay 

For a downlink transmission, the 
Data Link Transit Delay starts 
when the airborne domain emits 
the message to the Data Link 
communication domain. The Data 
Link Transit Delay ends when the 
network modem or adapter of the 
Data Link communication domain 
attempts to deliver the message 
to the ATS Domain. 

For an uplink transmission, the 
Data Link Transit Delay starts 
when the ATS Domain attempts 
to deliver the message to the 
network modem or adapter of the 

Data Link Transit Delay for 95 % of the total 
volume of messages shall be lower than 90 
seconds. 
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Data Link communication 
domain. The Data Link Transit 
Delay ends when the Data Link 
communication domain attempts 
to emit the message to the 
Airborne Domain. 

Data Link Service 
Availability 

The Data Link Service Availability 
is expressed as the percentage of 
operational availability duration 
per month with a OCL service 
used on a 24 hour basis. 

NOTE: 99.5% per month of 
operational availability is 
equivalent to a maximum of 3 
hours and 39 minutes per month 
of unavailability. 

The operational availability of the Data Link 
service shall be greater than 99.5% per 
month with a OCL service used on a 24 
hour basis. 

Data Link 
Corrupted 
Message Ratio 

The Data Link Corrupted 
Message Ratio is the percentage 
of messages corrupted by the 
communication links among the 
total volume of messages 
processed by them. 

The Data Link Corrupted Message Ratio for 
the total volume of messages shall not 
exceed a maximum of 1 message corrupted 
over 33000 messages. 

Data Link Lost 
Message Ratio 

The Data Link Lost Message 
Ratio is the percentage of 
messages which are lost in the 
communication links among the 
total volumes of messages 
processed by them. 

The Data Link lost message ratio for the 
total volume of messages shall not exceed a 
maximum of 1 message lost over 20 
messages. 

 

4.3 Aircraft Position Reporting (APR) 
 

Data Link Service 
Name 

Aircraft Position Reporting APR 

Purpose: 

The Aircraft Position Reporting service (APR) provides the controller with the capability to obtain 
position information from the aircraft, to include intent. 

 

Source References: 
§ PU-24 – Safety and Performance Requirements Standard for Air Traffic Data Link Services in 

Oceanic and Remote Airspace (Oceanic SPR Standard) – version 3 – May 2004 [30]. 

§ Eurocae ED-100A – Interoperability Requirements for ATS Applications using ARINC 622 
Data Communications [7]. 
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Description: 
The position information is obtained either directly from the aircraft or by involving the flight crew. 

Position reporting uses two modes of operation: 

a) Automatic mode, in which the position reports are sent on waypoint passage and/or change 
or at a specified period without manual intervention; or 

b) Manual mode, in which the position reports are sent on flight crew initiation (although some 
aircraft systems may trigger the reports, and present them to the flight crew for transmission). 

Typically, position reports are sent when passing waypoints on oceanic tracks. 

The position reporting service may be provided by a number of different applications, including: 

• Automatic Dependent Surveillance (ADS, as per RTCA DO-258A or ICAO Doc. 9705) 

• Controller/Pilot Datalink Communications (CPDLC, as per RTCA DO-258A or ICAO Doc. 9705) 

• Airline Operational Control (AOC, as per ARINC 702-6) 

Maturity 

 
 

4.3.1 Messages Exchanged 

In order to provide the Position Reporting service, the messages listed in the table below will be used. 
Each local implementation will use an appropriate subset. 

The alert and urgency attributes are as defined by RTCA DO-258/Eurocae ED-100A. 

 

Message Information 
Required 

Event/ 
Trigger 

Source & 
Destination Alert 

Response 
(Controller/ 

Pilot) 
Urge
ncy 

Automatic 
position 
report set-
up 

Waypoints for which 
reports are requested 
(O) 

Initial set-up Controller/air
craft 

N Acknowledgeme
nt from aircraft 
system 

N 
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Message Information 
Required 

Event/ 
Trigger 

Source & 
Destination Alert 

Response 
(Controller/ 

Pilot) 
Urge
ncy 

Request 
for 
position 
report 

N/A Controller 
determinatio
n of need or 
missed 
report 

Controller/pil
ot 

A Acknowledgeme
nt and position 
report 

NOTE: Some 
technologies may 
use a separate 
acknowledgemen
t and position 
report. Others 
may just send 
the report with or 
without an 
indication that it 
is tied to the 
request. 

N 
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Message Information 
Required 

Event/ 
Trigger 

Source & 
Destination Alert 

Response 
(Controller/ 

Pilot) 
Urge
ncy 

Position 
report 

Position of last 
waypoint (M)  

ATA at last waypoint 
(M)  

Altitude at last 
waypoint (M)  

Position of next 
waypoint (M) Altitude 
at next waypoint (M)  

ETA at next waypoint 
(M)  

Position of next+1 
waypoint (M) 

Current position (O) 

Current altitude (O) 

Current time/time 
stamp (M) 

Temperature (O) 

Wind speed/direction 
(O) 

Fuel remaining/time 
(O) 

Speed (O) 

Ground speed (O) 

ETA at destination 
(O) 

Turbulence (O) 

Icing (O) 

Vertical rate (O) 

Track angle (O) 

Heading (O) 

Distance to go (O) 

Lateral offset (O) (4) 

End of Climb altitude 
(O)  

End of descent 
altitude (O)  

Passing 
waypoint or 
controller 
request 

Aircraft/contr
oller 

N None N 
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Message Information 
Required 

Event/ 
Trigger 

Source & 
Destination Alert 

Response 
(Controller/ 

Pilot) 
Urge
ncy 

Acknowle
dgement 

N/A Position 
report 
request or 
initialization 

Aircraft/contr
oller 

N None N 

 

The information required is annotated with a suffix (M) or (O). The suffix (M) indicates that the 
information is considered to be basic to any message of that type. Typically, all the existing 
technologies (ADS, CPDLC and AOC) provide all data marked (M), although in some cases, such as 
reported waypoint data it may have to be inferred from other data. The suffix (O) indicates that 
position reports without this data are acceptable (although providers of new services may require 
some of these parameters). Typically, parameters marked (O) are not provided by at least one of the 
existing technologies. 

 

4.3.2 New Message Definitions 
None. 

4.3.3 Time Sequence Diagrams 

Position reporting may be performed in several ways: 

1. It may be set up as an automatic function that occurs at every waypoint (or at specified 
waypoints or a specified periodicity). 

In this case, a single transaction initiated by the ground is used to initiate the automatic 
reporting service, followed by an acknowledgement/acceptance response from the aircraft 
(and the subsequent position reports at waypoint passage or at the specified periods). This 
may be used when either ADS or AOC are used to provide this service. 

2. It may involve a request for a single report. 

 A single transaction will be initiated by the ground to request an individual position report, 
followed by an acknowledgement from the aircraft containing the position report that was 
requested. This may be used when CPDLC or ADS are used to provide this service. 

3. The pilot may initiate an unsolicited report. 

 This consists of a half-transaction where the aircraft sends the position report to the ground, 
with no response being required from the ground. 
This would be used with unsolicited CPDLC or AOC position reports. 

The revised reports provided when the original data are no longer valid may be sent as datalink 
position reports or text reports, or even by voice. They are considered to be part of the information 
reporting service, and are not included in this section. 

 

4.3.4 Timers 
TBA 

4.3.5 Deployment 
TBA 
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4.3.6 Safety Requirements 
The position reporting service may exhibit a number of exceptional conditions: 

• Loss of datalink service (requiring appropriate alerts as well as ground and on-board procedures 
to minimize the likelihood of reports being missed and detect them when they occur) 
NOTE: The flight crew may have little visibility that automatic waypoint reporting has failed, but 
the ATC ground systems will raise an alert if a report is missing and controllers will take the 
appropriate action (usually to contact the aircraft via HF voice and obtain a report). 

• Lost reports (requiring appropriate ground procedures as above). 

• Delayed reports (requiring appropriate ground procedures as above). 

• Corrupted messages being delivered where the error detection mechanisms can detect the 
corruption (e.g. the CRC or checksum). 

• Corrupted messages (or improperly constructed messages) being delivered where the error 
detection mechanisms cannot detect the corruption, but the messages can be determined to be 
invalid by reasonableness checking (i.e. non-credible corruption). 

• Corrupted or improperly constructed messages where neither error checking nor reasonableness 
checking can detect the error. 

 
Another exceptional case is emergency operation. Some position reporting services may indicate as 
part of a position report that the aircraft is currently in emergency mode, and may alter the manner in 
which the service operates. 
 

4.3.7 Security Requirements 
TBA 

4.3.8 Data Transfer Requirements 
 

• PU-24 

The time required for delivery of the response to the controlling ATC Centre (including 
pilot interactions for manually created reports) needs to be consistent with the time 
required for the data link service to support the intended ATS functions. 

NOTE: The specific operational expectations are likely to differ among flight information 
regions, depending on regional agreements. For example: 

• In the North Atlantic Region, 50% of position reports are required to be received 
within 3 minutes of waypoint passage, and 95% are required to be received within 
5 minutes. 

• In the South Pacific Region, 95% are required to be received within one minute. 

• ICAO SASP has stated that for 30/30 separation, position reports should be 
considered late if received more than 3 minutes after they are expected, and 
allocated 90 sec for the communications delay. 
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5. ADDITIONAL DATA LINK SERVICES FOR DEPLOYMENT IN 
2020+ 

5.1 COTRAC 

Data Link Service 
Name 

Common Trajectory Coordination COTRAC 

Purpose: 
COTRAC is to establish and agree trajectory contracts between aircrew and controllers in real time 
using graphical interfaces, air and ground data communications and automation systems by means of 
a structured negotiation method in order to significantly enhance ATM capacity and flexibility. 

Source References: 

§ Eurocae ED-12B, Software Considerations for Airborne Systems and Equipment Certification 
[4]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ Eurocae ED-109, Guidelines for Communication, Navigation, Surveillance, and Air Traffic 
Management (CNS/ATM) Systems Software Integrity Assurance [9]. 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ ICAO Doc. 9694 Manual of Air Traffic Services Data Link Applications [19]. 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

§ ICAO ACP/WGN05-WP21 CPDLC Message Sequencing Issues [23]. 

§ COTRAC Service using GACS – TC6/T15/DEL/D08V0.A_COTRAC USING GACS.DOC – 
Version 0.A [17]. 

§ EATMP – ODIAC subgroup – Operational Requirements for Air/Ground Cooperative Air 
Traffic Services – AGC-ORD-01 – Version 1.0 [18]. 

Description: 

The purpose of COTRAC is to establish and agree trajectory contracts between aircrew and 
controllers in real time using graphical interfaces, air and ground data communications and 
automation systems, in particular the FMS, by means of a structured negotiation method in order to 
significantly enhance ATM capacity and flexibility. 

The coordination of trajectories can be performed more effectively by involving Airline operations 
directly or through Collaborative Decision Making and maximizing ground/ground data 
communications to reduce costs. 
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Ground automation tools such as conflict detection, arrival managers and monitoring aids can be 
enhanced through the availability of accurately predictable trajectories. 

COTRAC will also contribute to the optimal use of the Flexible Use of Airspace (FUA) and Area 
Navigation (RNAV) concepts. 

Airborne situational awareness is improved through the display of flight path intent of aircraft affecting 
own trajectory, e.g. in case of parallel approaches. 

NOTE: It is not the purpose of COTRAC to determine how a trajectory can be used to enhance 
automation tools. 
• COTRAC ensures that 4D route clearances are complete until destination; 

• Optimized flight efficiency is provided, due to the reduction of uncertainty about the future 
trajectory; 

• COTRAC provides all potential users with accurately-predictable 4D trajectories; 

• There is a decrease in both pilot and controller workload through automation and through the use 
of graphical interfaces, resulting in increased productivity and major capacity enhancement; 

• Improvement of the quality of ground ATC tools occurs, such as trajectory prediction, conflict 
detection, monitoring aids and arrival and departure managers through the availability of aircraft-
derived trajectories; 

• COTRAC provides improved flight planning for controllers; 

• There is potential for improved airborne situational awareness; 

• There is the possibility for controllers to perform “what-if” scenarios; 

• Common air and ground reference and conformance for aircraft trajectories is available. 

The expected constraints are: 
• Complex end-to-end communications, data processing and interface systems are required for 

optimal use; 

• Compatible graphical interfaces are a prerequisite for COTRAC; 

• Common database references must be available between ground and airborne systems; 

• Production and formal approval of new ICAO and industry Standards, endorsing the operational 
use of such a system, is essential; 

• Certification of airborne avionics and related software is required; 

• People must be able to control and validate the use of the system at all times; 

• Extensive operational validation will be required prior to operational use; 

• Care must be taken not to negatively interfere with the Aircrew primary flight tasks;  

• COTRACT constitutes a significant deviation from the current Controller/Pilot communications 
Standards. 

 

Maturity 

Proposed 
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5.1.1 Messages Exchanged 
Ground to Air Air to Ground 

• UM0 UNABLE 
• UM1 STANDBY 
• UM4 AFFIRM 
• UM5 NEGATIVE 
• UM227 LOGICAL ACKNOWLEDGEMENT 

• DM0 WILCO 
• DM1 UNABLE 
• DM2 STANDBY 
• DM4 AFFIRM 
• DM5 NEGATIVE 
• DM100 LOGICAL ACKNOWLEDGEMENT 
 

Message Definition Standards 

The above are all defined in ICAO Doc. 9705 as CPDLC Message Elements. 

5.1.2 New Message Definitions 
Ground to Air Air to Ground 

• TIR (Trajectory Info Request) 
• CTC (COTRAC Clearance) 
 

• TDL (Trajectory Downlink) 
• NCT (New COTRAC Trajectory) 
 

Message Definition Standards 

The above are all defined in ref. [17] 

 

5.1.3 Time Sequence Diagrams 
 

The COTRAC Service is specified below as a set of abstract services and the definition of the data 
units exchanged by COTRAC entities. There are four abstract services which comprise the COTRAC 
Service: 

a) The C-INFORMATION service allows a controller to request (TIR) and receive (TDL) the 
intended flight path data from an aircraft. 

b) The C-CONTRACT service allows a controller and aircrew to negotiate a Trajectory Contract 
(CTC and ACK). 

c) The C-UPDATE service allows an aircraft to send updated intended flight path data to a 
controller (NCT). 

d) The C-CLOSE service ends contract negotiation and closes the communications path. It may 
be initiated by the controller or the aircrew. 

 

5.1.3.1 C-INFORMATION Service 
The C-INFORMATION service is initiated by the ground COTRAC user to retrieve an aircraft’s Flight 
Trajectory data and to open the COTRAC negotiation. 
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Figure 12 : Ground Initiated Exchange: C-Information Service 

 

The parameters of the service are: 

Parameter Name Req Ind Rsp Cnf 
Aircraft Identifier M  M M 
Facility Identifier M M   
Flight Trajectory   U C(=) 
Result   M M 
 

The Aircraft Identifier parameter is the 24-bit ICAO Aircraft Identifier of the aircraft with which the 
ground COTRAC user wishes to open negotiations for a COTRAC contract. 

The Facility Identifier parameter is the ICAO Facility Designator of the ground location. 

The Flight Trajectory parameter is the aircraft’s trajectory data. Its presence in the response and 
confirmation primitives is conditional upon the data being available from the aircraft. 

The Result parameter informs the ground COTRAC user of the outcome of the request. Valid abstract 
values are: 

a) Success, the Flight Trajectory parameter contains the data 

b) Unable, the aircraft system is unable to supply the requested data. 

c) No Response, the aircraft system did not respond. (COTRAC confirmation timer expired) 

If the confirmation primitive Result parameter is Unable, no further COTRAC negotiation can take 
place with the aircraft. If the Result parameter is No Response the COTRAC ground user may try 
again. 

 

5.1.3.2 C-CONTRACT Service 
The C-CONTRACT Service is initiated by the ground COTRAC user to propose a Trajectory Contract. 
The airborne user (aircrew) may either accept the contract or respond with a new contract. Only if the 
airborne user rejects the contract and responds with a new contract shall the ground user reply using 
the response and confirmation primitives. 
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Figure 13 : Ground Initiated Exchange: C-Contract Service 

 

The parameters of the service are: 

Parameter Name Req Ind Rsp Cnf 
Aircraft Identifier M  M M 
Trajectory Contract M M U C(=) 
Result   M M 
 

The Aircraft Identifier parameter is the 24-bit ICAO Aircraft Identifier of the aircraft with which the 
ground COTRAC user wishes to establish the COTRAC contract. 

The Trajectory Contract parameter is the proposed trajectory data and its attribute. Its presence in the 
airborne-initiated response and confirmation primitives is conditional upon the aircrew not accepting 
the proposed contract and proposing an alternative. It shall not be used in the ground-initiated 
response and confirmation primitives. 

The Result parameter informs the COTRAC ground user and if required the airborne user of the 
outcome of the contract negotiation. Valid abstract values are: 

a) Accepted, the COTRAC contract has been accepted as proposed. 

b) Unable, the proposed COTRAC contract is not acceptable. If the Result is sent by the airborne 
COTRAC user the Trajectory Contract parameter may optionally contain a proposed contract. 

c) Timed out, the airborne (or ground) COTRAC user did not respond before the COTRAC 
confirmation timer expired. 

 

5.1.3.3 C-UPDATE service 
The C-UPDATE service is initiated by the airborne COTRAC user after a Trajectory Contract, 
proposed by the ground COTRAC user, has been accepted by the aircrew, in order to send the 
updated Flight Trajectory data to the ground COTRAC user. 
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Figure 14 Air Initiated Exchange: C-Update Service 

 

The parameters of the service are: 

Parameter Name Req Ind Rsp Cnf 
Aircraft Identifier M M   
Flight Trajectory M M   
Result   M M 
 

The Aircraft Identifier parameter is the 24-bit ICAO Aircraft Identifier of the aircraft. 

The Flight Trajectory parameter is the aircraft’s trajectory data corresponding to the cleared COTRAC 
contract. 

The Result parameter informs the airborne COTRAC user of the outcome of the CUPDATE request. 
Valid abstract values are: 

a) Success, the ground and airborne systems are in alignment. 

b) Unable, the ground system was unable to be updated. 

c) Timed out, the ground COTRAC user did not respond before the COTRAC confirmation timer 
expired. 

 

5.1.3.4 C-CLOSE Service 
The C-CLOSE service may be initiated by either COTRAC user to end contract negotiation and close 
the communications path. 

Figure 15 Ground or Air Initiated Exchange: C-Close Service 
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The parameters of the service are: 

Parameter Name Req Ind Rsp Cnf 
Peer Identifier M    
The Peer Identifier parameter is either the Aircraft Identifier, in the case of the ground COTRAC user 
initiating the close, or the Facility Identifier in the case of the airborne COTRAC user initiating the 
close. 

 

5.1.4 Timers 
tr Technical response timer. This timer is used by a sending system to detect the 

absence of an expected response in an acceptable period of time. 
tt Termination timer (Sender). This timer is used by a sending system to detect the 

absence of an operational response from the remote system in an acceptable period 
of time. 

5.1.5 Deployment 
• COTRAC will be deployed in the en-route phase of flight. 

5.1.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

  TBA 
 

5.1.7 Security Requirements 
ID Requirement Notes 

 TBA  
 

5.1.8 Data Transfer Requirements 
DT-COTRAC-1 TBA 

DT-COTRAC-2 TBA 

DT-COTRAC-3 TBA 

DT-COTRAC-4 TBA 

PR-COTRAC-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-COTRAC-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-COTRAC-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-COTRAC-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-COTRAC-ETRCTP The expiration time for RCTP shall be set at 20 seconds. 

PR-COTRAC-
TT(95)RCTP 

The 95% transaction time for RCTP shall be no greater than 16 seconds. 
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5.2 FLIPCY 
 

Data Link Service 
Name 

Flight Plan Consistency service FLIPCY 

Purpose: 
FLIPCY is used to automatically detect inconsistencies between the ATC flight plan and the flight plan 
activated in the aircraft system.14 It provides controllers with automated support confirming that the 
en- route and terminal area portions of the aircraft system and ATSU flight plans are in conformance. 
If an inconsistency is detected, the controller is informed. 

FLIPCY is an ADS application. 

Source References: 

§ Eurocae ED-12B, Software Considerations for Airborne Systems and Equipment Certification 
[4]. 

§ Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications [5]. 

§ Eurocae ED-109, Guidelines for Communication, Navigation, Surveillance, and Air Traffic 
Management (CNS/ATM) Systems Software Integrity Assurance [9]. 

§ Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1) [10]. 

§ Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

§ ICAO Doc. 9694 Manual of Air Traffic Services Data Link Applications [19]. ICAO Doc. 9705 
Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN) – 
Edition 2 [20]. 

Description: 

Separate management of the flight plan in an aircraft system and an ATSU could result in flight plan 
differences. Possible reasons are: 

• Modifications might be unavailable in the ATSU due to failure of transmission or errors in 
addressing; 

• Filed flight plans with an inappropriate route (e.g., week-end route during the week, direct 
route obtainable from ATC upon in-flight request only) might be corrected by an ATSU or an 
Aeronautical Operational Control (AOC) and therefore result in flight plan discrepancies 
between aircraft system and ATSU/AOC. 

• Different navigation database data in ATSU/AOC than in aircraft system. 

                                                   
14 It should be noted that implementation of FLIPCY is likely to be delayed to the 2020+ timeframe 
due to problems in providing data from the FMS to the CMU. 
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• Offset clearance waypoint identification differences. 

• Modification of flight plan information in the aircraft system and/or the ATSU due to 
clearances. 

FLIPCY is used to automatically detect inconsistencies between the ATC flight plan and the flight plan 
activated in the aircraft system. It provides controllers with automated support confirming that the en- 
route and terminal area portions of the aircraft system and ATSU flight plans are in conformance. If an 
inconsistency is detected, the controller is informed. 

NOTE: Various avionics implementations may introduce locally defined waypoints by the flight crew or 
by the aircraft system that may be communicated during the FLIPCY service. These waypoints may 
not necessarily be known by the receiving ATSU. 

FLIPCY is conducted between an aircraft system and a C-ATSU/R-ATSU. FLIPCY requires that DLIC 
be performed to determine the aircraft’s capability to accomplish the service. Where mandated by 
State authorities, an ATSU conducts FLIPCY with aircraft that are expected to enter its area of 
responsibility. The service may be initiated: 

• before the aircraft takes off , and/or 

• a parameter amount of time before entering the ATSU’s area of responsibility, and/or  

• the time of entry into the ATSU’s area of responsibility, and/or 

• at a controller’s discretion. 

When the capability of the aircraft is not known by the ATSU before entering the ATSU’s area of 
responsibility, (e.g., the DLIC initiation function has not been performed) the FLIPCY service may be 
performed later, when the aircraft has already entered the ATSU’s area of responsibility. 

The ATSU retrieves the flight plan directly from the aircraft system and compares it with the ATSU’s 
flight plan. The ATSU will consider the portion of route relevant to the area of interest (the portion of 
the route can be specified by indicating a time range or a number of waypoints, or it can be the next 
and next + 1 waypoints, or it can be the route clearance to the destination). The waypoint information 
will be provided as latitude and longitude or as the published ICAO waypoint designator. An ATSU 
must be able to process both formats. Alternatively route information may be provided as a part of the 
route clearance variable. 

FLIPCY is an Air Traffic Service based on the ADS application. The service description for FLIPCY 
assumes use of an ADS Demand Contract, but any of the ADS contract types in ED-120 may be used 
for FLIPCY. The basic service steps and operating method do not change with the use of Periodic or 
Event contracts, if these contract types were chosen for the ground implementation. 

Maturity 

Mature – in operational use. 
 

5.2.1 Messages Exchanged 
Ground to Air Air to Ground 

• Flight plan information request 
 

• Flight plan information response 
 

Message Definition Standards 

The above are all defined in ED-120. 
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5.2.2 New Message Definitions 
None. 

5.2.3 Time Sequence Diagrams 

Figure 16 : Ground Initiated Exchange 

 

5.2.4 Timers 
tts Termination timer (Sender). This timer is used by the ground system to detect the 

absence of a response from the aircraft system in an acceptable period of time. 
ttp Termination timer periodic (Sender). This timer is used by the ground system to detect 

the absence of a periodic report from the aircraft system in an acceptable period of 
time beyond the report rate. 

NOTE: Termination timer is referred to as Transaction Expiration Timer in ED-78A/DO-264. 
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5.2.4.1 The tts Timer 
Implementation of the tts timer is a local matter. When tts is not implemented, SARPs technical timers 
will determine the connection status. 

When tts is implemented, the value for the tts shall be greater than or equal to 125 seconds. 

When tts is implemented, and when the contract is Demand or Periodic, and when a Positive 
Acknowledgment report is received prior to the expiry of tts, then tts shall be reset. 

When tts is implemented, and when the contract is Event, and when a Positive Acknowledgment 
report is received prior to the expiry of tts, then tts shall be cancelled. 

When tts is implemented, and when the Demand report or first Periodic report is received, prior to the 
expiry of tts, then tts shall be cancelled. 

When tts is implemented, upon the expiry of tts, the ground system shall send an ADS-user-abort. 

Recommendation: When tts is implemented, upon the expiry of tts the ground system should revert to 
alternative procedures (e.g. voice) to obtain the data. 

5.2.4.2 The ttp Timer 
Implementation of the ttp timer is a local matter. When ttp is not implemented, SARPs technical timers 
will determine the connection status. 

When ttp is implemented, the value for the ground timer ttp shall be greater than or equal to the 
reporting rate plus 85 seconds. 

The ttp value is based on the tts value; but using only the downlink-allocated portion of the transaction 
time. 

When ttp is implemented, when a report is received prior to the expiry of ttp, then ttp shall be reset. 

When ttp is implemented, upon the expiry of ttp the ground system shall send an ADS-user-abort. 

Recommendation: When ttp is implemented, upon the expiry of ttp the ground system should revert to 
alternative procedures (e.g. voice) to obtain the data. 

 

5.2.5 Deployment 
• FLIPCY is used for the departure, en-route and arrival phases of flight. 

• The FLIPCY service is currently defined for use in continental airspaces. 

 

5.2.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

SR-FLIPCY-1 3 Any processing (data entry/encoding/transmitting/decoding/displaying) 
shall not affect the intent of the message. 

SR-FLIPCY-2 3 The ATSU system shall compare FLIPCY received information with other 
flight information available (e.g. surveillance). 

SR-FLIPCY-3 3 The recipient shall be capable of detecting a corrupted message. 
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Requirement Hazard 
Class 

Description 

SR-FLIPCY-4 3 When a received message contains a time stamp that indicates that the 
ETTRN time has been exceeded, the receiving system shall either 
discard the message and inform the initiator or display the message to 
the receiver with an appropriate indication. 

SR-FLIPCY-5 3 The recipient shall prohibit operational processing of detected corrupted 
messages. 

SR-FLIPCY-6 3 The recipient shall be able to determine the message initiator. 

SR-FLIPCY-7 3 Whenever a message is discarded an indication shall be provided to the 
initiator. 

SR-FLIPCY-8 3 Messages shall be transmitted/received in the order that they are sent. 

SR-FLIPCY-9 3 The ATSU and aircraft system shall be synchronized to within one 
second of UTC. 

Confidence: High (Copied from a published SPR standard). 

Airspace: Continental (see ED-120). 

 

5.2.7 Security Requirements 
The following Security Requirements have been developed with reference to the above Safety 
Requirements. 

ID Requirement Notes 

SEC-
FLIPCY-1 

Unauthorized modification of messages shall be 
prevented. 

Several of the Safety 
Requirements rely on the 
integrity of the data being 
maintained. Loss of integrity 
whether by accident or 
deliberately needs to be 
prevented. 

SEC-
FLIPCY-2 

Data origin authentication for both uplink and 
downlink messages shall be provided. 

The impact of failure to detect 
that a message is not from the 
identified sender is equivalent to 
undetected mis-delivery. 

 

NOTE: Because there are no Safety Requirements relating to availability or reliability of 
communications, there are correspondingly no Security Requirements related to prevention of Denial 
of Service attacks. However, in order to meet the operational requirement PR-FLIPCY-A(Provision)RCP 
(see below), there may be an operational need for protection against Denial of Service attacks within 
the data transfer service. 

5.2.8 Data Transfer Requirements 
DT-FLIPCY-1 TBA 

DT-FLIPCY-2 TBA 

DT-FLIPCY-3 The communications service for FLIPCY shall be available in continental 
airspace. 
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DT-FLIPCY-4 The communications service shall be available for communications 
between an aircraft and the controlling ATSU as long as the aircraft is 
within its airspace. 

PR-FLIPCY-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-FLIPCY-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-FLIPCY-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-FLIPCY-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-FLIPCY-ETRCTP The expiration time for RCTP shall be set at 80 seconds. 

PR-FLIPCY-TT(95)RCTP The 95% transaction time for RCTP shall be no greater than 60 seconds. 
 

5.3 Pilot Preferences Downlink (PPD) 
 

Data Link Service 
Name 

Pilot Preferences Downlink PPD 

Purpose: 
The PPD Service allows Aircrew in all phases of a flight to provide the Controller with information not 
available in the filed flight plan (e.g. maximum flight level) as well as requests for modification of some 
flight plan elements (e.g. requested flight level). It automates the provision to Controllers of selected 
Aircrew preferences even before the aircraft reaches their sector. 

Source References: 

§ EATMP – ODIAC subgroup – Operational Requirements for Air/Ground Cooperative Air 
Traffic Services – AGC-ORD-01 – Version 1.0 [18]. 

Description: 
The Filed Flight Plan contains some of the Aircrew preferences on the way their flight is to be 
conducted – but Controllers very often need to obtain some preferences which are not contained in 
the filed flight plan, such as ‘maximum flight level’ or ‘top of descent’. Moreover, the information 
contained in the filed flight plan which is available in the ATSU may not correspond to the Aircrew’s 
preferences. For instance, the requested flight level filed in a repetitive flight plan may not be the one 
preferred by the Aircrew for a specific flight, due to constraints such as aircraft performance or 
changing weather conditions. 

 

Normally, most of the Aircrew preferences information is unavailable to the Controllers until the 
aircraft is on their specific frequency. Its availability before the aircraft reaches the sector will enable 
the Controllers to improve their planning and become more responsive to the needs of the Aircrews. 

The PPD service automates the provision of these Aircrew preferences to the Controllers and allows 
for the provision of those parameters even before the aircraft reaches the Controllers’ sector. 

Additionally, the PPD service will reduce the Aircrew workload, since the Aircrew will need to state 
their preferences only once, which will then be automatically notified at the appropriate time to all the 
relevant Controllers. This will relieve the Aircrew of the need to repeat the request each time 
transferral to a new Controller takes place. 
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The expected benefits of PPD are: 

• Direct provision of up-to-date Aircrew preferences to the Controller; 

• Reduction of both Controller and Aircrew workloads; 

• Reduction of voice channel occupancy; 

• Extension of the domain of common reference for Aircrew and Controller; 

• Improvement of capacity and efficiency by allowing for more anticipation in the planning of traffic, 
through early awareness of Aircrew preferences. 

PPD information forms an important addition to Controller decision making, enabling a better 
understanding of Aircrew needs and improving the Controller’s assessment of the traffic situation. 
Therefore the control process is enhanced by becoming more responsive to Aircrew needs and 
improving its efficiency. 

It is likely to be an ADS-C or Enhanced Mode-S application. 

Maturity 

Proposed. 
 

5.3.1 Messages Exchanged 
Ground to Air Air to Ground 

• TBA 
 

• TBA 
 

Message Definition Standards 

The above are not yet defined. 

 

5.3.2 New Message Definitions 
Ground to Air Air to Ground 

• TBA 
 

• TBA 
 

Message Definition Standards 

Messages for the transmission of PPD parameters and their associated attributes are expected to be 
developed by the relevant ICAO Panel. 

 

5.3.3 Time Sequence Diagrams 
 

Not applicable. 

5.3.4 Timers 
tr Technical response timer. This timer is used by a sending system to detect the 

absence of an expected response in an acceptable period of time. 
tt Termination timer (Sender). This timer is used by a sending system to detect the 

absence of an operational response from the remote system in an acceptable period 
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of time. 
 

5.3.5 Deployment 
• PPD is deployed during the ground, departure, en-route and landing phases of flight. 

5.3.6 Safety Requirements 
Requirement Hazard 

Class 
Description 

  TBA 
 

Airspace: Continental. 

5.3.7 Security Requirements 
None. 

5.3.8 Data Transfer Requirements 
DT-PPD-1 TBA 

DT-PPD-2 TBA 

DT-PPD-3 The communications service for PPD shall be available in continental 
airspace. 

DT-PPD-4 The communications service shall be available for communications 
between an aircraft and the controlling ATSU as long as the aircraft is 
within its airspace. 

PR-PPD-CRCTP The continuity for RCTP shall be no less than 0.995 per Flight Hour. 

PR-PPD-A(Use)RCP The availability of use for RCP shall be no less than 0.993 per Flight Hour. 

PR-PPD-
A(Provision)RCP 

The availability of provision for RCP shall be no less than 0.999 per Flight 
Hour. 

PR-PPD-IRCP The integrity for RCP shall be no less than 10-5 per Flight Hour. 

PR-PPD-ETRCTP Not applicable. 

PR-PPD-TT(95)RCTP Not applicable. 
 

 

6. AOC APPLICATIONS 

6.1 Documentation of Existing AOC Applications 
NOTE: This section summarizes the content of the following documents in term of AOC applications 
and associated communication requirements. 

§ COCR – Communications Operating Concept and Requirements for the Future Radio 
System – Version 1.0 [16]. 
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§ RTCA DO-296 – Safety Requirements for Aeronautical Operational Control Datalink 
Messages – October 19, 2004 [29]. 

§ ARINC 633 – AOC Air-Ground Data and Message Exchange Formats – Strawman Version 
16b – May 3, 2006 [2]. 

NOTE: In this section the terms “AOC application” and “AOC data link application” have the same 
meaning. 

6.1.1 COCR – AOC Datalink Applications 
The following sub-sections contain for each AOC application identified by the COCR 
document: 

- a brief description of the AOC application, 

- the area where the AOC application is operational (information used to identify the 
Datalink services’ potential candidate for the support of the AOC service), 

- the Security Requirements (if any) assigned to the AOC application. These 
requirements result from the safety analysis of the AOC application against the 
confidentiality, integrity and availability criteria. 

- the Performance Requirements assigned to the AOC Datalink service according to 
the following criteria : 

o Latency  : maximum one way end-to-end transit delay (in 
seconds). 

o Integrity  : rate of message conveyed by the datalink service 
with an undetected error (corruption, misdirection, 
loss, etc.). 

o Availability of provision : probability that communication with all aircraft in 
the area is in service. 

o Availability of use : probability that the datalink system between the 
two parties is in service when it is needed. 

The capacity requirements assigned to the AOC Datalink service are provided in a 
separate section as these requirements are applicable to all AOC applications, 
regardless of the provided service. 

For better readability, the AOC applications have been classified according to their 
severity threat, based on the assessment of the operational impact of violation of the 
safety criteria. 

6.1.1.1 Low Severity Threat 
None of the following AOC applications have a safety level higher than ‘low’, in terms of 
Confidentiality, Integrity and Availability. This means that no specific safety requirement 
is allocated to the AOC application. 

6.1.1.1.1 Out-Off-On-In – OOOI 
Description: 

Movement Service messages including Out-Off-On-In report data are automatically 
routed to the AOC Movement Control System. This service is a one-way downlink from 
the aircraft to AOC to report significant points in the flight’s progress. 

Service Domains: Airport domain (departure and arrival phases). 
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Performance Requirements: 

• Latency    : 13.6 seconds 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

6.1.1.1.2 Fuel Status – FUEL 
Description: 

The Fuel Status Service downlinks fuel status en-route and prior to landing. This service 
allows ground services to dispatch refuelling capability promptly after landing. The Flight 
Crew also reports the fuel status upon specific AOC request. 

Service Domains:  En-Route and Oceanic/Remote domains. 

Performance Requirements: 

• Latency    : 26.5 seconds (51.7 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

6.1.1.1.3 Gate and Connecting Flight Status – GATES 
Description: 

This service for passengers and Flight Crew includes manual and automatic uplink of 
connecting flights, estimate time of departure and gate assignments before landing. 
Information about rebooking may also be included in case of late arrival or cancelled 
flights. 

Service Domains:  En-Route domain. 

Performance Requirements: 

• Latency    : 13.6 seconds 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 
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6.1.1.1.4 Cabin Log Book Transfer (CABINLOG) 
Description: 

This service allows the cabin crew to complete the aircraft’s cabin-equipment log 
electronically and send the updated log to the AOC. Information regarding the status of 
the cabin equipment can therefore be obtained much more quickly so that any remedial 
action can be taken at an early stage. 

Service Domains: Airport domain (pre-departure and arrival phases). 

Performance Requirements: 

• Latency    : 26.5 seconds 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

 

6.1.1.1.5 Software Loading (SWLOAD) 
Description: 

This service allows new versions of software to be uploaded to non-safety related aircraft 
systems whilst the aircraft is at the gate. 

Service Domains: Airport domain (pre-departure phase). 

Performance Requirements: 

• Latency    : 26.5 seconds 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

6.1.1.2 Medium Severity Threat 
The safety assessment conducted on the following AOC applications has concluded to a 
‘medium’ operational impact upon the occurrence of any confidentiality, integrity or 
availability undetected failure. In this case, a safety recommendation (‘should’) is defined 
on the AOC datalink service provider, the decision to exercise the proposed optional 
function being left to the airline. 

6.1.1.2.1 Notice to Airmen – NOTAM 
Description: 

The NOTAM service delivers Automatic Terminal Information Service (ATIS) that 
includes any immediate NOTAMs available. The Flight Crew activates this service 
manually from a menu list displayed on the cockpit Control and Display Unit. 

Service Domains: Airport, TMA, En-Route and Oceanic/Remote domains. 

Security Requirements: 

• Confidentiality Assessment : low confidentiality ranking 
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• Integrity Assessment  : medium integrity ranking 

The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the NOTAM service. 

 
The AOC datalink service provider should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the NOTAM service. 

• Availability Assessment  : medium availability ranking 

The AOC data Link service provider should provide a mitigation measure against 
deliberate insertion of radio frequency interference when providing the NOTAM service. 

Performance Requirements: 

• Latency Requirement  : 26.5 seconds (51.7 sec for Oceanic/Remote) 

• Integrity Requirement  : 5.0 × 10-5 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 

6.1.1.2.2 Free Text – FREETEXT 
Description: 

The Free Text Service includes miscellaneous uplinks and downlinks via textual 
messages between the cockpit and AOC/other ground based units. This does not include 
cockpit-to-cockpit exchanges. 

Service Domains:  En-Route and Oceanic/Remote domains. 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application-user level 
only. 

• Integrity Assessment  : low integrity ranking 

• Availability Assessment  : low availability ranking 

Performance Requirements: 

• Latency    : 26.5 seconds 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 
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6.1.1.2.3 Textual Weather Reports – WXTEXT 
Description: 

The Textual Weather Report Service includes Flight Crew requests for airport weather. 
The Weather Reports Service includes Meteorological Aerodrome Reports (METARs) 
and Terminal Area Forecasts (TAFs). The AOC System responds to Flight Crew 
requests by delivering the requested weather information to the cockpit. 

Service Domains:  Airport (pre-departure phase), En-Route and Oceanic/Remote 
domains. 

Security Requirements: 

• Confidentiality Assessment : low confidentiality ranking 

• Integrity Assessment  : medium integrity ranking 

The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the WXTEXT service. 

 
The AOC datalink service provider should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the WXTEXT service. 

• Availability Assessment  : low availability ranking 

Performance Requirements: 

• Latency    : 26.5 seconds (51.7 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-5 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

6.1.1.2.4 Position Report – POSRPT 
Description: 

The Position Report Service includes automatic downlink of position during the climb, 
cruise and descent portions of the flight. The primary purpose is delivery of position 
reports at required waypoints for use in AOC tracking systems. During all phases of 
flight, but principally en-route, the Flight Crew can also manually initiate the POSRPT 
Service for such things as in-range reporting. 

Service Domains:  TMA, En-Route and Oceanic/Remote domains. 

Security Requirements: 

• Confidentiality Assessment : low confidentiality ranking 

• Integrity Assessment  : medium integrity ranking 

The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the POSRPT service. 

 
The AOC datalink service provider should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the POSRPT service. 

• Availability Assessment  : medium availability ranking 
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The AOC datalink service provider should provide a mitigation measure against 
deliberate insertion of radio frequency interference when providing the POSRPT 
service. 

Performance Requirements: 

• Latency    : 26.5 seconds (51.7 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 

6.1.1.2.5 Flight Status – FLSTAT 
Description: 

The Flight Status Service includes, for example, malfunction reports including fault 
reporting codes that allow maintenance and spares to be pre-positioned at the parking 
stand after landing. Fault reporting can be done manually, or automatically sent when 
triggered by an event. 

Service Domains:  Airport (pre-departure phase), En-Route, Oceanic/Remote and TMA 
(arrival phase) domains. 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application-user level 
only. 

• Integrity Assessment  : low integrity ranking 

• Availability Assessment  : low availability ranking 

Performance Requirements: 

• Latency    : 13.6 seconds (26.5 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

6.1.1.2.6 Engine Performance Reports – ENGINE 
Description: 

Aircraft Condition Monitoring System (engine and systems) reports are downlinked in real 
time automatically and on request. This is usually done in the en-route phase. 

Service Domains:  TMA (departure phase) and En-Route domains. 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application level only. 

• Integrity Assessment  : medium integrity ranking 
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The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the ENGINE service. 

 
The AOC datalink service provider should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the ENGINE service. 

• Availability Assessment  : medium availability ranking 

The AOC datalink service provider should provide a mitigation measure against 
deliberate insertion of radio frequency interference when providing the ENGINE service. 

Performance Requirements: 

• Latency    : 26.5 seconds 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 

6.1.1.2.7 Maintenance Problem Resolution – MAINTPR 
Description: 

Through this service, maintenance personnel and Flight Crew are able to discuss and 
correct technical problems while the aircraft is still airborne. Although voice is customarily 
used for the discussion of the problem, this service may be used to provide the 
instructions for problem resolution in a textual format e.g. text message between 
maintenance personnel and Flight Crew. 

Service Domains:  En-Route and Oceanic/Remote domains. 

Security Requirements: 

• Confidentiality Assessment : low confidentiality ranking 

• Integrity Assessment  : medium integrity ranking 

The AOC datalink service should support entity authentication to mitigate impersonation 
attacks when providing the MAINTPR service. 

 
The AOC datalink service should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the MAINTPR service. 

• Availability Assessment  : low availability ranking 

Performance Requirements: 

• Latency    : 26.5 seconds (51.7 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 
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6.1.1.2.8 Flight Log Transfer – FLTLOG 
Description: 

This service is used to track the aircraft’s flight times, departure and destination 
information, etc. Flight log information may be manually requested by AOC or 
automatically downlinked. 

Service Domains:  Airport domain (pre-departure and arrival phases). 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application-user level 
only. 

• Integrity Assessment  : low integrity ranking 

• Availability Assessment  : low availability ranking 

Performance Requirements: 

• Latency    : 26.5 seconds 

• Integrity    : 5.0 × 10-4 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

6.1.1.2.9 Real Time Maintenance Information – MAINTRT 
Description: 

This service allows aircraft parameters to be sent to the airline maintenance base in real-
time to monitor the operational status of the aircraft and to troubleshoot problems 
identified during the flight. Information could include engine data, airframe systems, etc. 
This service allows information to be obtained more quickly than the normal 
maintenance-data acquisition via on-board recorders. It is typically event driven, 
triggering a flow of information until resolution is achieved. The maintenance personnel 
may request other parameters to be downlinked in addition to those triggered by the 
event. 

Service Domains:  En-Route and Oceanic/Remote domains. 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application level only. 

• Integrity Assessment  : medium integrity ranking 

The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the MAINTRT service. 

 
The AOC datalink service provider should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the MAINTRT service. 

• Availability Assessment  : low availability ranking 

Performance Requirements: 

• Latency    : 26.5 seconds (51.7 sec for Oceanic/Remote) 
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• Integrity    : 5.0 × 10-5 

• Availability of Provision  : 1 – (5.0 × 10-4) 

• Availability of Use   : 1 – (5.0 × 10-3) 

6.1.1.2.10 Graphical Weather Information – WXGRAPH 
Description: 

Weather information is sent to the aircraft in a form that is suitable for displaying 
graphically on displays in the cockpit, e.g., vector graphics. This service provides 
advisory information which supplements or replaces the textual weather information 
available in current AOC services. Graphical weather information is expected to be more 
strategic in nature, and will supplement on-board tactical weather radar, which has 
inherent range and display limitations. 

Service Domains:  Airport (pre-departure phase), En-Route and Oceanic/Remote 
domains. 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application level only. 

• Integrity Assessment  : medium integrity ranking 

The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the WXGRAPH service. 

 
The AOC datalink service provider should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the WXGRAPH 
service. 

• Availability Assessment  : medium availability ranking 

The AOC datalink service provider should provide a mitigation measure against 
deliberate insertion of radio frequency interference when providing the WXGRAPH 
service. 

Performance Requirements: 

• Latency    : 13.6 seconds (26.5 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-5 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 

6.1.1.2.11 Realtime Weather Reports for Met Office – WXRT 
Description: 

Information derived by the aircraft on the environment in which it is flying (e.g., wind 
speed and direction, temperature) can be sent automatically in realtime to weather 
forecasting agencies to help improve predictions. 

Service Domains:  TMA, En-Route and Oceanic/Remote domains. 
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Security Requirements: 

• Confidentiality Assessment : none confidentiality ranking 

• Integrity Assessment  : medium integrity ranking 

The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the WXRT service. 

 
The AOC datalink service provider should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the WXRT service. 

• Availability Assessment  : medium availability ranking 

The AOC datalink service provider should provide a mitigation measure against 
deliberate insertion of radio frequency interference when providing the WXRT service. 

Performance Requirements: 

• Latency    : 13.6 seconds (26.5 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-5 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 

6.1.1.2.12 Technical Log Book Update – TECHLOG 
Description: 

This service allows the Flight Crew to complete the aircraft’s technical log electronically 
and send the updated log to the maintenance base. Information regarding the technical 
status, physical condition, and trouble reports of the aircraft can therefore be obtained 
much more quickly so that any remedial action can be taken at an early stage. 

Service Domains:  Airport (pre-departure phase). 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application level only. 

• Integrity Assessment  : medium integrity ranking 

The AOC datalink service provider should support entity authentication to mitigate 
impersonation attacks when providing the TECHLOG service. 

 
The AOC datalink service should support message authentication and integrity 
assurance to prevent message alteration attacks when providing the TECHLOG 
service. 

• Availability Assessment  : medium availability ranking 

The AOC datalink service provider should provide a mitigation measure against 
deliberate insertion of radio frequency interference when providing the TECHLOG 
service. 
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Performance Requirements: 

• Latency    : 26.5 seconds 

• Integrity    : 5.0 × 10-5 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 

6.1.1.3 High–Severe Severity Threat 
The safety assessment conducted on the following AOC applications has detected a 
‘high’ or ‘high-severe’ operational impact upon the occurrence of any confidentiality, 
integrity or availability undetected failure. In this case, a safety requirement (‘shall’) is 
defined on the AOC datalink service provider. 

6.1.1.3.1 AOC Data Link Logon – AOCDLL 
Description: 

The Flight Crew activates the Data Link system and enters the required flight 
identification information into the logon page in order for AOC to respond with the correct 
information. The AOCDLL provides an indication to AOC that the Flight Crew has arrived 
on-board the aircraft and are prepared to receive information that AOC generates on 
their behalf in order to conduct the flight. 

Service Domains:  Airport (pre-departure phase) or when entering in a Control Centre 
Area (oceanic or remote). 

Security Requirements: 

• Confidentiality Assessment : none confidentiality ranking 

• Integrity Assessment  : high-Severe integrity ranking 

The AOC datalink service provider shall support message authentication and integrity 
assurance to prevent message alteration attacks when providing the AOCDLL service. 

 
The AOC datalink service provider shall support entity authentication to mitigate 
impersonation attacks when providing the AOCDLL service. 

• Availability Assessment  : high availability ranking 

The AOC datalink service provider shall provide a mitigation measure against deliberate 
insertion of radio frequency interference when providing the AOCDLL service. 

Performance Requirements: 

• Latency    : 13.6 seconds (26.5 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-8 

• Availability of Provision  : 1 – (5.0 × 10-6) 

• Availability of Use   : 1 – (5.0 × 10-5) 
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6.1.1.3.2 Flight Plan Data – FLTPLAN 
Description: 

This service provides the operators with the ability to request and receive the AOC 
developed flight plan for comparison to that assigned by ATC and for loading into 
avionics. AOC flight plans have more information than flight plans filed with ATS. 

Service Domains:  Airport (pre-departure phase), En-Route, Oceanic and Remote 
domains. 

Security Requirements: 

• Confidentiality Assessment : low confidentiality ranking 

• Integrity Assessment  : high-severe availability ranking 

The AOC datalink service provider shall support message authentication and integrity 
assurance to prevent message alteration attacks when providing the FLTPLAN service. 

 
The AOC datalink service provider shall support entity authentication to mitigate 
impersonation attacks when providing the FLTPLAN service. 

• Availability Assessment  : high availability ranking 

The AOC datalink service provider shall provide a mitigation measure against deliberate 
insertion of radio frequency interference when providing the FLTPLAN service. 

Performance Requirements: 

• Latency    : 13.6 seconds (26.5 sec for Oceanic/Remote) 

• Integrity    : 5.0 × 10-8 

• Availability of Provision  : 1 – (5.0 × 10-6) 

• Availability of Use   : 1 – (5.0 × 10-5) 

6.1.1.3.3 Load Sheet Request/Transfer – LOADSHT 
Description: 

Upon downlink request, the Load Sheet Control System uplinks planned load sheet and 
cargo documentation. A number of data calculations relating to aircraft loading, takeoff 
and landing are required to enhance safety and/or meet aviation regulations. The load 
sheet includes weight and balance information which insures resultant weights and 
centre of gravity are within the performance limits of the aircraft. A preliminary load sheet 
is transferred right after an AOCDLL. A final load sheet is typically transferred just before 
pushback, but can be transmitted as late as just before takeoff. The load sheet will also 
include a passenger manifest & fuel status. 

Service Domains:  Airport (pre-departure phase) and TMA (arrival phase) domains. 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application-user level 
only. 

• Integrity Assessment  : high-Severe integrity ranking 
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The AOC datalink service provider shall support message authentication and integrity 
assurance to prevent message alteration attacks when providing the LOADSHT service. 

 
The AOC datalink service provider shall support entity authentication to mitigate 
impersonation attacks when providing the LOADSHT service. 

• Availability Assessment  : high availability ranking 

The AOC datalink service provider shall provide a mitigation measure against deliberate 
insertion of radio frequency interference when providing the LOADSHT service. 

Performance Requirements : 

• Latency    : 13.6 seconds 

• Integrity    : 5.0 × 10-8 

• Availability of Provision  : 1 – (5.0 × 10-6) 

• Availability of Use   : 1 – (5.0 × 10-5) 

6.1.1.3.4 Update Electronic Library – UPLIB 
Description: 

The Electronic Library will replace many of the paper documents currently required to be 
carried in the cockpit (e.g., Aircraft Manual, SID’s, STAR’s, and Airspace Charts). The 
Update Electronic Library service enables this information to be updated electronically 
either by request or automatically. The transmitted information will be used to update 
various avionic systems, e.g., an Electronic Flight Bag (EFB) device. As such, this 
service carries safety-related information used for navigational purposes by the Flight 
Crew/Aircraft. 

Service Domains:  Airport (pre-departure phase). 

Security Requirements: 

• Confidentiality Assessment : medium confidentiality ranking. Security 
requirement enforced at the application level only. 

• Integrity Assessment  : high-severe integrity ranking 

The AOC datalink service provider shall support message authentication and integrity 
assurance to prevent message alteration attacks when providing the UPLIB service. 

 
The AOC datalink service provider shall support entity authentication to mitigate 
impersonation attacks when providing the UPLIB service. 

• Availability Assessment  : medium availability ranking 

The AOC datalink service provider should provide a mitigation measure against 
deliberate insertion of radio frequency interference when providing the UPLIB service. 
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Performance Requirements: 

• Latency    : 26.5 seconds 

• Integrity    : 5.0 × 10-8 

• Availability of Provision  : 1 – (5.0 × 10-5) 

• Availability of Use   : 1 – (5.0 × 10-4) 

6.1.1.4 Datalink Capacity Requirements 
The following tables provide the estimated capacity requirements for the support of AOC 
traffic for each significant service domain, and for each traffic type (uplink or/and 
downlink). In addition, distinction is performed between low density (LD) and high density 
(HD) airport. Capacity requirements are provided in kilobits per second (kbps). 

 

Airport Domain TMA Domain En-Route Domain Oceanic Domain 
 

HD LD HD LD HD 
(EU) 

HD 
(US) LD HD LD 

Uplink 15.6 2.7 0.3 0.3 8.6 11.9 8.6 3.3 2.8 

Downlink 3.5 0.7 0.8 0.8 0.8 1.3 0.8 0.4 0.3 

Uplink & Downlink 19.9 2.9 0.8 0.8 9.1 13.8 9.1 3.3 2.8 

Datalink Capacity Requirements (kbps) 

 

Airport Domain TMA Domain 
 

Departure Arrival Departure Arrival 
En-Route 
Domain Oceanic Domain 

Uplink 2.4 0.2 0.2 0.2 4.3 2.4 

Downlink 0.3 0.3 0.3 0.3 0.3 0.3 

Uplink & Downlink 2.4 0.3 0.3 0.3 4.3 2.4 

Datalink Capacity Requirements (kbps) for each aircraft 

 



Application Requirement Analysis 

Version: 3.0 Date: 22-Jan-2007 Page: 87 

6.1.2 DO-296 – Safety Requirements for AOC DataLink Messages 
The RTCA DO-296 document [29] specifies minimum Safety Requirements for AOC and 
ATS datalink messages which are deemed to pose a hazard if delayed, lost, misdirected 
or corrupted. In particular, it provides Safety Requirements applicable to the datalink 
service provider as part of the appropriate risk reduction strategy. On the other hand, no 
requirement is specified regarding the datalink performances and capacity. 

It has to be noted that the DO-296 approach includes in its analysis the certificate level of 
the onboard system in charge of the receipt and the treatment of the AOC message: 

If the AOC message is transmitted to an airborne component that is certificated to DO-
178B Level C, then the procedural risk reduction for the transmission of the AOC 
message via datalink is not required. 

6.1.2.1 Weight and Balance message 
Description: 

Data required to assure that the aircraft operates within its design operational limits, 
including zero fuel weight, gross weight, centre of gravity (e.g. distribution of fuel, 
passenger and cargo). 

COCR AOC Application: Load Sheet Request/Transfer – LOADSHT (6.1.1.3.3) 

Safety Requirements: 

Three major hazards are identified: 

• Undetected loss of amended Weight and Balance function (Availability): no 
security requirement proposed on the data link service. 

• Undetected misdirection of Weight and Balance message (Integrity): no security 
requirement proposed on the data link service. 

• Undetected corruption of Weight and Balance message (Integrity): 

The AOC datalink service provider shall implement an end-to-end data integrity 
checksum/cyclic redundancy check (CRC) to mitigate possible corruption of the Weight 
and Balance messages within the datalink network. 

6.1.2.2 Takeoff message 
Description: 

Data used to assure that the aircraft operates within its design operational limits such as 
V-speeds, aircraft configuration (flaps, slats and stab trim), runway limit and takeoff gross 
weight. 

COCR AOC Application: Load Sheet Request/Transfer – LOADSHT (6.1.1.3.3) 

Safety Requirements: 

Three major hazards are identified: 

• Undetected loss of amended Takeoff function (Availability): no security 
requirement proposed on the data link service. 

• Undetected misdirection of Takeoff message (Integrity): no security requirement 
proposed on the data link service. 

• Undetected corruption of Takeoff message (Integrity): 
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The AOC datalink service provider shall implement an end-to-end data integrity 
checksum/cyclic redundancy check (CRC) to mitigate possible corruption of the Takeoff 
messages within the datalink network. 

6.1.2.3 Pre-Departure Clearance (PDC) 
Description: 

The pre-departure clearance is generated by the Air Traffic Service Authority as a non-
voice clearance to proceed with the requested flight plan. This clearance is transmitted to 
the aircraft prior to the departure phase of flight. 

COCR AOC Application: none 

Safety Requirements: 

Four major hazards are identified: 

• Undetected loss of revision to PDC information (Availability): no security 
requirement proposed on the data link service. 

• Undetected delay of PDC information (Integrity): no security requirement proposed 
on the data link service. 

• Undetected misdirection of PDC information (Integrity): no security requirement 
proposed on the data link service. 

• Undetected corruption of PDC information (Integrity): 

The AOC datalink service provider shall implement an end-to-end data integrity 
checksum/cyclic redundancy check (CRC) to mitigate possible corruption of the PDC 
messages within the datalink network. 

6.1.2.4 Digital Automatic Terminal Information (D-ATIS) message 
Description: 

The D-ATIS service provides automated assistance in requesting and delivering air traffic 
information including meteorological conditions, operating procedures, runway and 
approaches in use and various other information which may affect the departure, 
approach and landing flight phases as well as surface operations. 

COCR AOC Application: none 

Safety Requirements: 

Four major hazards are identified: 

• Undetected loss of revision to ATIS information (Availability): no security 
requirement proposed on the data link service. 

• Undetected delay of ATIS information (Integrity): no security requirement proposed 
on the data link service. 

• Undetected misdirection of ATIS information (Integrity): no security requirement 
proposed on the data link service. 

• Undetected corruption of ATIS information (Integrity): 

The AOC datalink service provider shall implement an end-to-end data integrity 
checksum/cyclic redundancy check (CRC) to mitigate possible corruption of the D-ATIS 
messages within the datalink network. 
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6.1.3 ARINC 633 – AOC Air/Ground Data and Messages Exchange 
Formats  
The specification of the ARINC 633 standard [2] is actually in progress. The purpose of 
this specification is to define the support of the AOC air-ground messages having at least 
one of the following characteristics: 

• The message is defined by an airframe manufacturer (Electronic Flight Bag) or 
avionics vender such that it is not modifiable by the airline and does not fit into an 
existing ARINC Specification. 

• The distribution of the message is outside the control of a single airline. For 
example, messages shared by multiple parties such as de-icing services shared in 
common among a group of airlines from a single supplier. 

The AOC applications defined in this specification may have safety implications. In this 
case, the Safety Requirements specified in RTCA DO-296 are applicable. During the 
development of this specification, the safety impact assessment of the addressed 
applications have been performed. 

The current ARINC 633 draft document does not contain any data link performance and 
capacity requirements. 

6.1.3.1 Data Link Considerations 
This ARINC 633 specification provides guidance on the encoding of the messages to be 
transmitted over the traditional ACARS air-ground links (VHF, SATCOM, and HF). The 
communications network technology onboard aircraft is evolving to include Ethernet and 
TCP/IP based networks. It is the intent of this specification to support multiple methods of 
transmission: e.g. traditional character-oriented ACARS air-ground links and commercial 
network based environments that utilize IP routing protocol and typically UDP or TCP 
Transport protocol. 

6.1.3.2 ARINC 633 – AOC Applications 

6.1.3.2.1 FUEL 
Refuel applications are used to support the aircraft's refuel processes.  

6.1.3.2.1.1 Centre Gravity Targeting application 
Description: 

On “Centre Gravity Targeting” capable aircraft such as the Airbus A380, the refuelling of 
the aircraft does not support a predefined, static fuel distribution like “wings, centre, trim”, 
but a dynamic fuel distribution that targets a certain take-off centre of gravity. The Centre 
Gravity Targeting application relies on the following datalink services: 

• Fuel Status service. The ground operation centre requests a fuel status report 
indicating current refuel parameters. 

• Fuel Data Submission service. The ground operation centre initializes or updates 
the refuelling system with new values before refuelling. 

• Automatic Refuel End service. The aircraft fuel system informs the ground 
operation centre that refuelling have completed normally. 

• Auto Ground Transfer Start service. The aircraft fuel system informs the ground 
operation centre that an auto ground transfer has started. 
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• Auto Ground Transfer End service. The aircraft fuel system informs the ground 
operation centre that auto ground transfer has completed normally. 

• Auto Ground Transfer Interruption service. The aircraft fuel system informs the 
ground operation centre that an auto ground transfer operation was prematurely 
interrupted and has failed to complete successfully for any reason (for example, 
crew deselection, failure…). 

• Fuel Error Indication (downlink). The aircraft indicates an error during fuel 
datalink services. 

Hazard classification: Major 

6.1.3.2.1.2 Refuelling application 
This application supports the exchange of refuelling related data between aircraft and 
providers like fuelling into-plane-services or airline’s ground operation centres. The 
Refuelling application relies on the following datalink services: 

• Fuel Order service. The fuel supplier needs to know that a customer wants him to 
serve a particular flight. The aircraft’s refuelling computer or the airline’s weight 
and balance department needs to know with how much fuel the pilot wants to 
depart. 

• Fuel receipt service. The fuel supplier service should tell someone how much fuel 
has been refilled and who was the owner of the transferred fuel. “Someone” may 
be the pilot who may have to verify the commercial transaction after checking his 
fuel gauges with an (electronic) signature. 

• Fuel Process service. During aircraft turnaround, other processes may depend on 
the fuelling process. Therefore handling, partners may need to know when fuelling 
starts and when it is finished. 

• Fuel CG Advisory service. The CG Advisory service should inform the flight crew 
that the aircraft is presently out of trim and that this situation can be corrected by a 
re-distribution of fuel. 

Hazard classification: Major 

6.1.3.2.2 De-Icing Application 
Description: 

The De-Icing application provides de-icing providers and flight crews with digital 
information on the de-icing process through the use of the following datalink services: 

• De-Icing Order service: The de-icing provider needs to know that a customer 
wants him to serve a particular flight. The flight crew needs information on the 
estimated times and/or the sequence of the de-icing process. 

• De-Icing Receipt service: The de-icing provider should inform the flight crew (and 
other entities), which fluids have been used for de-icing and anti-icing the aircraft 
and when the de-icing/anti-icing processes were conducted. With this information 
the pilot can calculate the hold-over time. 

• De-Icing Process Report service: The flight crew sends a de-icing process 
monitoring report and documents the anti-icing code. 

Hazard classification: Major (to be confirmed) 
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6.1.3.2.3 Weight and Balance Application (WBA) 
On some aircraft, the pilot will have the possibility to use an airborne electronic weight 
and balance application to perform weight and Centre Gravity calculation and issue on 
board the aircraft a Load and Trim Sheet (LTS).  

To do so, an air ground communication means will be available to allow the initialization 
of the on board application and the sending of the Load and Trim Sheet to the ground. 

Hazard classification: Major 

6.1.3.2.4 Configuration Control 
Description: 

At the present time, two services are considered: 

- Configuration Reporting service: used to configure the preparation of status 
reporting and its forwarding (according the phase of the flight or on occurrence of 
specific events) to distinct media (printer, acars, etc.). 

- Database Activation service: used to remotely activate (or deactivate) aircraft 
system databases  

6.2 Identification of future AOC Applications in 2020+ 
timeframe 

6.2.1 Ground-based AOC applications 
AOC applications for 2020+ will tend to use broadband links to replace manual retrieval 
of data. Updates (upload and download) while the Aircraft is on the ground will increase 
drastically and will become routine operations. These applications may trigger high 
volume data exchanges. An example of such applications is listed in the table below, split 
into cockpit, cabin and passenger applications: 

 
Application Description Info 

flow 

Info 

Type 

Flight 

Phase 

Need for 
multicasting 

Cockpit      

Flight 
Document  

Upload of entire flight documentation 

OFP, available flight trajectories, city pair 
comparison, TOI, surface weather info, 
weather charts (SIGMET, Wind) 

G/A Standard Maintenance No 

AOM Upload of Aircraft Operations Manual 

Description of different aircraft systems 

Normal/abnormal operations & limitations 

G/A Standard 
(monthly 
updates) 

Maintenance Yes 

Update of 
AOM 

Update of Aircraft Operations Manual G/A Standard 
(weekly 
updates) 

Pre-Flight Yes 

Tech. 
Libraries & 
AMM 

Aircraft maintenance manual, IPC 
illustrated parts catalogue, trouble shooting 
manual, wiring diagram manual 

G/A Standard 
(monthly 
updates) 

Maintenance Yes 

Update of 
Tech. 
Libraries & 
AMM 

Update of technical libraries, including AMM G/A Standard 
(weekly 
updates) 

Pre-Flight Yes 
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Application Description Info 

flow 

Info 

Type 

Flight 

Phase 

Need for 
multicasting 

AOM-
performance 
data 

Description of performance data for take-off 
analysis, landing analysis, and in-flight 
engine failure 

G/A Standard Maintenance Yes 

Update of 
AOM 
performance 
data 

Update of the aircraft operational manual 
performance data 

G/A Standard Pre-Flight Yes 

Normal/abnor
mal 
emergency 
check list 

Upload electronic Normal/Abnormal 
checklists  

G/A Standard Pre-Flight Yes 

Route 
Manuals  

Upload Navigation documents G/A Standard 
(weekly 
updates ?) 

Maintenance No 

Update of 
Route 
Manuals 

Update of Navigation documents G/A Time critical Pre-Flight 

 

No 

Cockpit crews 
training 
manuals 

Cockpit latest version of cockpit crew 
training manuals and to Aircraft 

G/A Standard 

 

Maintenance Yes 

Update of 
Cockpit crews 
training 
manuals 

Update of Cockpit crews training manuals G/A Standard Maintenance Yes 

Cockpit crew  

Training 
record 

Upload cockpit crew training record at 
departure 

Download cockpit crew training record at 
arrival 

G/A 
& 
A/G 

Time critical Pre-Flight 

& Post Flight 

No 

Remote 
software 
updates 

Software update for various components 
ACARS, FMS, SDU, ORT, CTU, IFEN, 
Aircraft server, PAX, Airshow. 

G/A Standard Maintenance Yes 

Crew 
management 

Transmission & confirmation of crew re-
assignment 

G/A Time critical Post flight no 

Jeppesen 
charts 

Upload of Jeppesen departure/enroute and 
approach charts 

G/A Time critical Pre Flight No 

Weather 
information 

Upload weather information for the 
navigation system 

G/A Time critical Pre Flight No 

Graphical 
satellite 
weather data 

Upload satellite weather data maps G/A Time critical Pre-Flight 

 

No 

NOTAMS 
briefing 

Upload NOTAMS briefing to aircraft at 
departure 

G/A Time critical Pre-Flight No 

Flight plans Upload the flight plan in the aircraft FMS 
system  

G/A Time critical Pre-Flight No 

Notice to 
crews 

Upload of operational and administrative 
information to crews 

G/A Time critical  Pre-Flight Yes 

Aircraft 
movement 
data 

Upload to the aircraft data provided by the 
system managing aircraft movement  

G/A Time critical  Pre-Flight No 

Performance 
data 

Upload to the aircraft RTOW data G/A Time critical Pre-Flight No 

Load sheet 

 

 ? G/A Time critical Pre-Flight No 
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Application Description Info 

flow 

Info 

Type 

Flight 

Phase 

Need for 
multicasting 

Preliminary 
load figures 

Preliminary load figures of a certain flight 
legs, PAX, freight and mail, estimated zero 
information fuel weight  

G/A Time critical Pre-Flight No 

NOTOC Upload of information on dangerous good G/A Time critical Pre-Flight No 

Dangerous 
goods as 
Baggage 

Customer requirements – dangerous good 
as baggage 

G/A Time critical Pre-Flight No 

De-icing 
information 

Information on de-icing service G/A Time critical Pre-flight No 

Data for 
engine trend 
analysis 

Data recorded manually or automatically for 
engine trend analysis 

A/G Standard Post flight  No 

Flight recorder 
data 

FOQA data A/G Standard Post flight No 

Quick access 
recorder data 

Download avionics statistical data 
(including build in test equipment related 
data) 

A/G Standard Maintenance No 

Aircraft 
condition 
monitoring 
system data 

To download ACMS data 

(same as ADAS information ?) 

A/G Standard  Post Flight No 

Logbook 
Cockpit 

Download of cockpit reports for fault 
analysis and correction 

A/G Time critical Post Flight 

 

No 

Commanders 
admin reports 

Download an electronic copy of the CAR 
(input of flight experience) 

A/G Time critical Post Flight No 

Safety records Download an electronic copy of air safety 
report data from the aircraft  

A/G Time critical  Post Flight No 

Post flight 
data 

Download post flight data to meet 
regulatory requirements (same as safety 
records ?) 

A/G Time critical  Post Flight No 

Cabin      

Cabin crews 
manuals 

Requirements for airline operations G/A Standard Maintenance yes 

Cabin crews 
manuals 

Update of requirements for airlines 
operations 

G/A Standard 
Weekly 
updates 

Maintenance yes 

Flight service 
Instructions 

Handbook containing instructions regarding 
PAX Stations, Service, In-flight sales, 
working process 

G/A Standard Maintenance No 

Update of 
Flight service 
Instructions 

Update of Handbooks instructions 
regarding PAX stations, Service, In-flight 
sales, working process 

G/A Standard Maintenance No 

Cabin TOI All flight related transitory operational 
information for cabin crew 

G/A Time critical Pre-flight No 

TM Training 
Manuals 

Training guidelines and briefs G/A Standard Maintenance, Yes 

Update of 
training 
manuals 

Update of training manuals G/A Standard Maintenance, Yes 

Notice to 
crews 

Upload of operational and administrative 
information to cabin crews 

G/A Time critical Pre-flight No 
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Application Description Info 

flow 

Info 

Type 

Flight 

Phase 

Need for 
multicasting 

Customer 
care, primary 
information 

Seating plan with PAX names, special 
meals, language, wheelchair, birthday. 

G/A Time critical Pre-flight No 

Customer 
care, 
additional 
information 

Favourites drinks, newspaper, mileage 
flown, bad experiences etc. 

G/A Standard Pre-flight No 

Information on 
stations 
abroad 

Information on Handling agents/ contact 
point /Hotels/ customs immigration 

G/A Standard Maintenance Yes 

Update on 
information on 
stations 
abroad 

Update on information on stations abroad G/A Time critical Maintenance Yes 

PAX 
questionnaires 

Upload for capture of PAX data such as 
printed questionnaires (PAX satisfaction) in 
multiple languages 

G/A Time critical Pre Flight Yes 

Cabin 
services data 

Upload and cabin services related 
information 

Catering, cleaning, lost and found luggage 

both Time critical Pre-flight 

& Post flight 

No  

E-mail to crew Short messages sent to crew/sent by crew both Time critical Any No 

Cabin 
Logbook 

Download of cabin reports for fault analysis 
and detection 

A/G Time critical Post Flight No 

Event Reports 
from Cabin 

Download of flight reports A/G Time critical Post Flight No 

Download of 
passenger 
information 

Download of captured data A/G Time critical Post flight No 

Passenger 
manifest 

Download of report with passenger 
complaints 

Same as letter to the president ? 

A/G Standard Post Flight No 

PAX 
questionnaire 
results 

Download of captured PAX data such as 
PAX questionnaires 

A/G Standard Post Flight No 

Passenger 
application 

     

In-flight sales 
data 

Upload of in-flight sales data G/A Standard Pre-Flight No 

In-flight sales 
data 

Update of in-flight sales data G/A Standard Pre-Flight No 

Electronic 
sales 
catalogue 

Periodical updates of articles in shopping 
catalogue for multi-media presentation to 
PAX for in-flight sales 

G/A Standard Pre-Flight Yes 

Interactive 
advertising 
and shopping 

Upload of information needed for interactive 
advertising and shopping 

G/A Standard Maintenance Yes 

Update of 
interactive 
advertising 
and shopping 

Update of information needed for interactive 
advertising and shopping 

G/A Standard Pre-Flight Yes 

Update of 
music 

Uploading music and movies on long-haul 
aircraft 

G/A Standard Maintenance Yes 
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Application Description Info 

flow 

Info 

Type 

Flight 

Phase 

Need for 
multicasting 

E-mail 

Cache 

Passengers /Crew E-mail updates ? both Standard Pre-flight No 

News, sport 
and stock 
rates 

Access to news sport results and stock 
rates 

G/A Standard Pre-Flight Yes 

Cached Web 
content 

Onboard server updates G/A Standard Maintenance Yes 

Cache Web 
content 
updates 

Before departure cache update G/A Standard Pre-Flight Yes 

Passenger 
services 
statistical data 

Shopping, pay per view, gaming, pay per 
game etc. 

G/A Standard Post Flight No 

Download of 
in-flight sales 
data 

Download of in-flight sales data (incl. 
Inventory) 

A/G Standard Pre Flight No 

Download 
transaction file 
of bank teller 
machine 

Download of transaction file or teller 
machine 

A/G Standard Maintenance No 

 

6.2.2 En-route applications 
Applications more suitable for En-route communications are listed below. Again, it is 
foreseen that these applications will be very talkative, and may require higher bandwidth 
communications pipes than those available in 2006. 

Application Description Info 

Flow 

Info 

Type 

Cockpit    

Update of technical 
libraries 

Updates of Aircraft Maintenance Manual/IPC 
illustrated part catalogue/Trouble shooting 
manual, wiring diagram manual 

G/A Time critical 

Mission related 
information 

Request for: 

 - leg & rotation data, arrival & departure time 

 - aircraft registration & version 

 - parking position & passenger gate 

G/A Time critical 

Mission plan Leg & rotation data, preliminary load figures, 
aircraft registration & version, ATC slot, De-icing 
sequence, parking position & passenger Gate, 
Aircraft next mission 

G/A Time critical 

Next mission Information about aircraft next mission G/A Time critical 

Contingency plan Information about non routine information like 
alternate, interim aerodrome, actions to be taken 
after a diversion, actions to be avoided  

G/A  Time critical 

NOTAMS briefing 
Updates 

Upload NOTAMS briefing to aircraft at departure G/A Time critical 

Flight plans Updates Upload the flight plan in the aircraft FMS system  G/A Time critical 
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Application Description Info 

Flow 

Info 

Type 

Preliminary load 
figures 

Preliminary load figures of certain flight legs (PAX, 
freight & mail, expected zero fuel weight) 

A/G Time critical 

ACARS Traffic 

 

- In 2020+ ACARS will still be operational Both Time critical 

Scores on times & 
fuel 

Plus/minus in fuel and time in relation to planned 
trip 

A/G  

Flight progress status, 
flight position 

Actual/estimated aircraft position available in the 
FMS 

A/G  

Aircraft operational 
and communicational 
status 

Actual technical status of the aircraft A/G  

AIREP turbulence Transmission of actual weather data to ground 
and to other aircraft 

A/G  

Weather & volcanic 
activities 

TAF/METAR,SIGMET ,Volcanic ashes info G/A  

ATIS ATIS – Aerodrome terminal information services  G/A L 

Airport conditions , Airport conditions ,Environment ,noise t G/A L 

Revised ETA Automatic transmission of Revised ETA G/A  

Diversion messages Transmission of diversion message to ELS   

ATC communications All ATC communications according to CNS/ATM 
project – ADS/CPDLC /Flight plans 

A/G  

G/A 

 

Fuelling Request for fuel uplifts G/A  

Cockpit crew E-mail 

 

  Time critical 

Irregularities, special 
cockpit reports 

Reporting of special events like bird strike, 
AIRMISS, fuel dumping 

G/A  

Early inputs into flight 
planning process 

Free text messages from pilot contains 
information relevant for flight planning process ? 

A/G  

Input of flight 
experience 

Pilots input out of flight experience A/G  

Co-ordination with 
maintenance 

Messages exchanges between flight crews and 
MCCs ,ground engineers for the purpose of better 
co-ordination of technical aspects 

Both  

Aircraft status 

Available spare parts, 
system deficiencies 

Transmission of aircraft status 

available spare parts, system deficiencies 

A/G  

Flight documentation 

 

Entire flight documentation like OFP, available 
flight trajectories , city pair comparison, TOI, 
Surface weather information, weather charts 

G/A Time critical 

Jeppesen charts Upload of Jeppesen departure/ en-route and 
approach charts 

G/A  Time critical 

Graphical satellite 
weather data 

Upload satellite weather data maps G/A Time critical 

Aircraft condition 
monitoring system 
data  

To download ACMS data 

(same as ADAS information ?) 

 

 

A/G Time critical 
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Application Description Info 

Flow 

Info 

Type 

Cabin crew    

Arrival information Arrival information & passengers connection G/A Standard 

Urgent, medical 
assistance 

Remote diagnostics, exchange of 
electrocardiograms 

Both Time critical 

Customer care 
primary and additional 
information 

Seating plan with PAX name special meals, 
language, wheelchair, birthday 

Favourite drinks, newspapers, mileage flown, bad 
experiences. 

G/A Standard 

E-mail to crew Short messages sent to crew/sent by crew Both  

Cabin event reports Collection & Download of flight reports  A/G Standard 

Customer care Crew Feedback on positive or negative 
experience of PAX onboard for further action 

A/G Standard 

Coordination between 
flight crews and 
stations 

Exchange of messages for coordination and 
hand-overs between flight crews and ground 
services involved in case of non standard 
situations  

Both Time critical 

Coordination for 
aircraft cleaning & 
catering 

Coordination between flight crews and ground 
services responsibilities in case of non standard 
situation  

Both Time critical 

Crew schedule 
information 

Retrieval of individual crew schedule information 
(disposition, crew assignment) or crew 
composition 

G/A Time critical 

Crew management Transmission & confirmation of crew re-
assignment 

G/A Time critical 

Lost & found Information exchange about lost articles Both Standard 

Potential gatelink 
applications which 
could be transferred 
over HSD if there is 
no gatelink 

   

Update of Cabin crew 
manual 

Update of requirements for airlines operations G/A Standard 

Update of Flight 
service instructions 

Update of handbooks ,instructions regarding PAX 
stations, Service, In-Flight sales, working process 

G/A Standard 

Cabin TOI All flight related transitory operational instruction 
to cabin crews 

G/A Standard 

Update of training 
manuals 

Update of training manuals G/A Standard 

Update on stations 
abroad 

Update of information on station abroad G/A Standard  

Passengers 
application 

   

Passenger E-mail Outgoing and In-going E-mail for Passengers   

Update of interactive 
advertising  

Update of Information needed for interactive 
advertising and shopping 

G/A Standard 

Shopping Purchase ordering via the interactive advertising 
and shopping service 

both Standard & Secured 

ATM Automatic teller machine for money exchange and 
sales of pre-paid card charged to passengers 
account 

A/G Standard & 

Secured 

Text news Periodical transmission of text news G/A Standard 
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Application Description Info 

Flow 

Info 

Type 

News ,sports, stock 
rates 

Access to news sports & stock rates information both Standard 

Flight, hotel, car, 
special events 
reservation 

Reservations for flight, hotels & special events both Standard 

Internet access Internet access for passenger both Standard 

Credit card sales 
authorisation 

Online verification & authorisation of credits cards  both Standard & 

Secured 

Reload of smart card In-flight reload of smart card by issuing bank both Standard 

& Secured 

Mail ordering On board sales, Home delivery both Standard 

& Secured 

 

6.2.3 AOC Datalink Capacity Requirements 
The following tables provide the estimated capacity requirements for the support of AOC 
traffic in 2020+ timeframe. They are extracted from the COCR document. 

 

Airport Domain TMA Domain En-Route Domain Oceanic Domain 
 

HD LD HD LD HD 
(EU) 

HD 
(US) LD HD LD 

Uplink 113.0 14.1 0.3 0.3 52.4 96.1 64.1 24.0 18.2 

Downlink 6.7 1.2 2.4 2.2 1.4 2.7 2.7 0.6 0.4 

Uplink & Downlink 131.2 14.1 2.6 2.3 58.6 106.9 72.6 24.4 18.2 

Datalink Capacity Requirement (kbps) – 2020+ timeframe 

 

Airport Domain TMA Domain 
 

Departure Arrival Departure Arrival 
En-Route 
Domain Oceanic Domain 

Uplink 9.2 0.2 0.2 0.2 20.4 12.1 

Downlink 0.3 0.3 0.4 0.4 0.3 0.3 

Uplink & Downlink 9.2 0.3 0.4 0.4 20.4 12.1 

Datalink Capacity Requirement (kbps) for each aircraft – 2020+ timeframe 
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6.2.4 Actual Trends for a future AOC Data Link service 
The trend in terms of AOC Data Link architecture currently expressed by the aircraft 
manufacturers and airlines is to achieve cost reduction, by for instance promoting the use 
of COTS products and the support of standard IP protocols over new generation of 
datalink technologies (WIFI, GSM, 3G, etc.). 

In this context, the strong requirements affecting the Data Link service are about : 

- Datalink service availability: the lack of availability is the actual weakness of the new 
generation of Data Link technology such as WIFI or GSM. 

- Datalink service capacity: the expected throughput are order of mega-bits, especially 
for the AOC applications operated in the airport domain. 

7. PROPOSAL FOR REVISION OF THE ICAO ATN 
COMMUNICATION REQUIREMENTS 

7.1 Introduction 

7.1.1 Objective 
The ICAO ATN Communications Requirements were documented as “core SARPs” in 
1997 following the successful validation of the ATN Technical Manual (ICAO Doc. 9705). 
These requirements were partly direct user requirements but also included derived 
communication requirements that assumed a specific architecture for the ATN. These 
requirements need to be reviewed, considering their modification, in order to permit other 
(possibly connectionless) communication architectures to be proposed for supporting 
future communication requirements. This section provides such a review. 

7.1.2 Scope 
This section provides a review of the current ATN Communication Requirements in order 
to first determine those which are genuine user requirements and those which are 
derived requirements assuming a specific communications architecture. 

The derived requirements are analysed and reviewed to determine whether they may 
prevent valid alternative architectures being proposed. If so, then a proposed for update 
of the requirement is made in order to permit alternative communication architectures to 
be proposed as a valid solution. 

7.1.3 References 
 

§ ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2 [20]. 

 

7.2 Review of ICAO ATN System Level Requirements 
This section makes reference to the ATN System Level Requirements (see Annex B). 
They are reviewed primarily in the order in which they appear in ICAO Doc. 9705. 
However, there are also some natural groupings of requirements and these are also 
respected by this review. Annex B should be consulted for any explanatory notes and 
references to tables. 
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7.2.1 ATN1 
The ATN shall use International Organization for Standardization (ISO) communication 
standards for open systems interconnection (OSI). 

This requirement follows from the desire of most Administrations in the early 1990s to 
promote the use of open communication standards – see various Government OSI 
Profiles (GOSIPs). 

The intent behind this promotion has now been fulfilled by industry standards rather than 
the GOSIPs. The requirement clearly needs changing to reflect the current status quo. It 
could be replaced by a direct reference to the IPS – which is the current industry 
standard. However, the intent may be better reflected by calling for use of “recognized 
open and non-proprietary industry standards”, and recognizing in a note that this is 
currently fulfilled by the IPS. 

7.2.2 ATN2 
The ATN shall provide a means to facilitate migration to future versions of application 
entities and/or the communication services. 

This is essentially a motherhood requirement requiring that the ATN is extensible both to 
new applications and new communications services. In practice, it has not always been 
met as well as it should have been. The ATNP’s lower layer subgroup did a full review of 
Subvolume 5 in order to ensure that extensibility mechanisms were present. However, 
the applications are more variable. Extensibility markers have been placed in the ASN.1. 
However, no provisions were made to negotiate their use, making the introduction of 
even minor changes difficult.  

Furthermore, the derived interoperability standard Eurocae ED-110A/RTCA DO-280A 
has gone further than the SARPs and requires that any use of extensibility features 
results in an immediate communications abort, thus making the backwards-compatible 
introduction of new messages and features almost impossible. 

In conclusion, this requirement clearly needs to be made more explicit in requiring that 
both the means to ensure extensibility and to introduce new features in a backwards- 
compatible manner are present, if these problems are to be avoided in the future. 

7.2.3 ATN3 
The ATN shall enable the transition of existing AFTN users and systems into the ATN 
architecture. 

This is an explicit migration requirement for AFTN users. It is still valid. 

7.2.4 ATN4 
The ATN shall make provisions whereby only the controlling ATS unit may provide ATC 
instructions to aircraft operating in its airspace. 

This is a derived requirement and is specific to CPDLC. The requirement is derived from 
the OPLINK requirement for data link to preserve the existing control relationship 
between pilot and controller. 

This is not a communications requirement – it is a CPDLC-specific functional requirement 
that relates to execution of instructions, rather than the delivery (provision) of 
instructions. As stated, Downstream Clearances are probably not compliant with this 
requirement, which on its own implies that it is poorly phrased. 
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The correct requirement is probably that the ATN shall unambiguously identify the source 
of ATC instructions, so that the pilot will only execute instructions that have been 
received from the controller responsible for the current airspace (see also ATN12). 

7.2.5 ATN5 
The ATN shall accommodate routing based on a pre-defined routing policy. 

This requirement is derived from the assumption that there will be multiple alternative 
routes (both ground-ground and air-ground) and that “shortest path first” will not be an 
appropriate route selection algorithm in all cases. As a principle, this is in line with 
modern internets that use BGP-4 to communicate routing information and which select 
routes based on policy. 

Given the expected availability requirements, the assumption that multiple alternative 
routes may exist is also valid. 

This requirement thus appears to be valid, although it may be appropriate to scope the 
requirement to “when it is necessary to select between alternative routes between 
different organizations”, which is the proper application of routing policy type decisions, 
and to avoid the implication that policy based routing is required at all levels. 

7.2.6 ATN6, ATN7, ATN9, ATN10, ATN17 and ATN18 
The ATN shall provide means to define data communication that can be carried only over 
authorized paths for the traffic type and category specified by the user (ATN6). 

The ATN shall offer ATSC classes in accordance with the criteria in Table 1-1 (ATN7). 

The ATN shall enable exchange of application information when one or more authorized 
paths exist (ATN9) 

The ATN shall notify the appropriate application processes when no authorized path 
exists.(ATN10) 

The ATN shall enable an aircraft intermediate system to be connected to a ground 
intermediate system via concurrent mobile subnetworks (ATN17). 

The ATN shall enable an aircraft intermediate system to be connected to multiple ground 
intermediate systems (ATN18). 

The intent behind this set of requirements is firstly, to require the support of multiple 
concurrent air/ground routes, and secondly, recognizing that such a scenario exists, the 
intent is then to enforce some form of approval and qualification for different routes (both 
ground-ground and air-ground). This is so that communications in support of a given 
application or function would only use approved routes when they were available. It 
should be noted that ATN10 is not actually complied with by the current ATN, and that 
ATN9 is met only in the sense that communication is also enabled when non-authorized 
paths exist. 

In practice, this is a very costly set of requirements. They have proved costly to 
implement, as the requirements were interpreted as requiring dynamic path selection and 
hence: 

a) the explicit identification in the CLNP packet header of the traffic type of the data 
contained within the packet, 

b) the explicit identification in routing information of the approval status for each route 
and the quantification of that status, and 

c) the implementation in each ATN Router of a route selection algorithm that takes 
the above into account. The implemented algorithm gives preference to authorized 
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routes but also selects unauthorized routes, on the grounds that any 
communication was better than none. There is no feedback to the sender that an 
unauthorized route has been selected for a given packet, hence ATN10 is not met. 

In practice, the above resulted in the modification of the ISO standard CLNP and IDRP 
specifications and the development of specialized implementations. The intent had been 
to use COTS implementations of these protocols. Instead, the COTS implementations 
had to be modified to meet these requirements. 

However, there has been to date, no dynamic selection of air/ground routes based on 
traffic type criteria. Aircraft have so far only been equipped to use a single air/ground 
network and one which has been approved for operational use in the airspace. The route 
selection has been static rather than dynamic. On the ground, the available networks are 
to a high and consistent standard and cannot be sensibly differentiated according to the 
specified criteria. 

Will there ever be a need for multiple concurrent air/ground communications networks 
and, if so will there be a need for dynamic selection between them? 

Before answering this question, it needs to be observed that support of multiple 
concurrent air/ground communications networks is a solution rather than a requirement. 
It is a solution to a requirement for high availability, resistance to denial of service 
attacks, or for high throughput, and where no single network can meet such requirements 
on its own. Then multiple concurrent air/ground communications networks are needed to 
meet such requirements. They have not been needed so far because it has been 
possible to meet the availability and throughput requirements with a single network. 

There is also a philosophical issue here. That is, is the air/ground network connectivity 
and quality of service visible to the end users or is it hidden in a network that is simply 
told the user’s high level requirement and will then try and satisfy it. The high cost 
solution was arrived at because the latter approach was taken. On the other hand, if the 
former approach is taken then a simple addressing convention may be used, giving 
applications different network addresses depending on the network on which network 
they are accessed. 

The true system level requirement here is that the ATN shall satisfy the availability, 
security and throughput requirements of the applications that are expected to use it. It is 
argued here that this is all that needs to be said. When considering possible alternative 
architectures, then a solution that can achieve inherently higher availability, security and 
throughput without significant additional cost should be preferred over other solutions. 
However, there is no need to go further than this in System Level Requirements. 
Although it may be useful to codify support for multiple concurrent subnetworks as a 
desirable requirement, so that the merits of different alternatives can be properly 
considered. 

7.2.7 ATN8 
The ATN shall operate in accordance with the communication priorities defined in Table 
1-2 and Table 1-3. 

During the development of the ATN Manual, considerable effort was expended in 
discussing the relative priority (importance) of different applications. However, in practice, 
whilst priority based routing is supported, it has little value for the end user. 

This is firstly because all data on a transport connection must have the same priority. 
That is because transport protocols strictly enforce transmission order of packets on a 
given connection negating any difference in priority. As each ATN application – CPDLC, 
ADS or FIS – is connection mode, this means that it is only possible to prioritize at the 
level of the application and not at the message level. 



Application Requirement Analysis 

Version: 3.0 Date: 22-Jan-2007 Page: 103 

Secondly, priority is only useful when communication resources are scarce. When 
sufficient resources are available then all users get the level of service required. In 
practice, ATN deployments have been sized to ensure that the communication resources 
are available for the predicted mix of users. 

Priority is relatively cheap to implement and this requirement has had much less impact 
on cost than the preceding set. However, it is of less importance than the requirement 
suggests. As with multiple concurrent communications paths, it is a solution to a problem 
rather than a requirement: the requirement is to deliver messages within the transit delay 
requirements of the application. When different applications have different transit delay 
requirements, priority can be a way of more efficiently using available resources by giving 
lower priority to applications with longer transit delay requirements – but that is all. 

The true system level requirement here is that the ATN shall satisfy the transit delay 
requirements of the applications that are expected to use it.  

7.2.8 ATN11 
The ATN shall provide means to unambiguously address all ATN end and intermediate 
systems 

This requirement is clearly necessary for the network to function correctly and is still 
valid. 

7.2.9 ATN12 and ATN19 
The ATN shall enable the recipient of a message to identify the originator of that 
message (ATN12). 

The ATN shall enable the exchange of address information between application entities 
(ATN19). 

ATN12 can be argued as being derived from ATN4. However, it is also generally 
applicable, for example, to ADS reports. ATN19 is derived from this and is necessary for 
compliance with ATN12. Both requirements are still valid. 

7.2.10 ATN13 
The ATN addressing and naming plans shall allow States and organizations to assign 
addresses and names within their own administrative domains. 

A sensible administrative requirement that avoids centralized administration, and is still 
valid. 

7.2.11 ATN14 
The ATN shall support data communication to fixed and mobile systems. 

This requirement is derived from the original FANS report and scopes the ATN to both 
mobile (air/ground) and fixed (ground/ground) communications. The requirement is still 
valid. 

7.2.12 ATN15 
The ATN shall accommodate ATN mobile subnetworks as defined in this Annex. 

The definition of mobile subnetworks – or more specifically, the minimum set of 
requirements that a mobile network must meet in order to be considered to be an ATN 
subnetwork – is very general, and was intended to be. The requirements were carefully 
worded to ensure that the definition of mobile subnetworks was not limited to those that 
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supported X.25, even though the ICAO AMCP had made an early decision that all mobile 
networks should support ITU-T X.25. There is no need to change this requirement. 

7.2.13 ATN16 
The ATN shall make provisions for the efficient use of limited bandwidth subnetworks. 

This is a requirement justifying the use of data compression algorithms over air/ground 
networks. They are useful, negotiable and non-mandatory, so the requirement is still 
valid. 

7.2.14 ATN20 and ATN21 
The ATN shall support the context management (CM) application when any of the other 
air-ground applications are supported (ATN20). 

The ATN shall be capable of establishing, maintaining, releasing and aborting peer to 
peer application associations for the context management (CM) application (ATN21). 

In intent, ATN20 correctly reflects the OPLINK requirement for a Data Link Initiation 
Capability (DLIC). However, it is debatable as to whether it is a system level requirement 
as CM is a solution to the DLIC requirement rather than a requirement in its own right. 

ATN21 is a derived requirement from the connection mode CM application. 

Looking to a future where connectionless applications may be developed, the system 
level requirements should not prevent this. Therefore, it is proposed to replace these 
requirements with the original high level requirement for DLIC. 

7.2.15 ATN22, ATN23, ATN24, ATN25 and ATN26 
The ATN shall be capable of establishing, maintaining, releasing and aborting peer to 
peer application associations for the automatic dependent surveillance (ADS) application 
(ATN22). 

The ATN shall be capable of establishing, maintaining, releasing and aborting peer to 
peer application associations for the controller pilot data link communication (CPDLC) 
application (ATN23). 

The ATN shall be capable of establishing, maintaining, releasing and aborting peer to 
peer application associations for the automatic terminal information service (ATIS) 
application (ATN24). 

The ATN shall be capable of establishing, maintaining, releasing and aborting application 
associations for the ATS message handling services (ATSMHS) application (ATN25). 

The ATN shall be capable of establishing, maintaining, releasing and aborting peer to 
peer application associations for the ATS interfacility data communication (AIDC) 
application (ATN26). 

These requirements all follow the same pattern but for different applications. They are 
derived from the connection-mode application design. Again, looking to a future where 
connectionless applications may be developed, the system level requirements should not 
prevent this.  

It is thus proposed that this set of derived requirements is replaced by a general 
requirement to support both connection mode and connectionless mode applications. 
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7.2.16 ATN27 
Where the absolute time of day is used within the ATN, it shall be based on coordinated 
universal time (UTC). 

A common time standard is clearly necessary and UTC rather than local time makes 
sense. The requirement is still valid. 

7.2.17 ATN28 
The end system shall make provisions to ensure that the probability of not detecting a 
255-octet message being mis-delivered, non-delivered or corrupted by the internet 
communications service is less than or equal to 10-8 per message. 

This requirement has now been superseded by the data integrity requirements found in 
the Safety and Performance Requirements (SPR) specifications, such as Eurocae ED-
120/RTCA DO-290. It is proposed to remove this requirement from the system level 
requirements, as the SPR for each data link service is the appropriate document for 
specifying the Performance Requirements. 
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7.3 Proposed Revision of the ATN System Level 
Requirements 
Taking into account the review recorded in the preceding section, the following is 
proposed as a set of revised System Level Requirements for a future IPS ATN. The 
requirements are labelled with the prefix “ATNng” to indicate that they are for the next 
generation ATN. 

ATNng-1  The ATN shall be based on recognized open and non-proprietary 
industry standards for data communications. 

NOTE: —The IETF Internet Protocol Suite (IPS) is known to fulfil this 
requirement. 

ATNng-2 The ATN shall be extensible to meet the demands of future 
applications. 

ATNng-3 The ATN shall provide the means to introduce new communications 
networks, new functions and new applications in a backwards 
compatible manner. 

ATNng-4 The ATN shall enable the transition of existing AFTN users and 
systems into the ATN architecture. 

ATNng-5 The ATN shall unambiguously identify the sender of each message 
and specifically the source of ATC instructions. 

NOTE: This requirement supports the need to ensure that a pilot only 
executes instructions that have been received from the controller 
responsible for the current airspace, regardless of when they are 
received. 

ATNng-6 The ATN shall provide the means to unambiguously address all ATN 
end and intermediate systems. 

ATNng-7 The ATN shall enable the exchange of address information between 
application entities. 

ATNng-8 The ATN shall accommodate routing based on a pre-defined routing 
policy when it is necessary to select between alternative routes 
between different organizations, or administrative units. 

ATNng-9 The ATN shall provide the means to satisfy the availability, integrity, 
transit delay, security and throughput requirements of its users. 

ATNng-10 The ATN should support the dynamic selection of routes both 
air/ground and ground/ground when alternative routes exist. 

NOTE: This may be necessary when no one network service can 
meet the availability requirement of one or more applications, or 
when no one network can provide sufficient protection from denial of 
service attacks. 

ATNng-11 The ATN addressing and naming plans shall allow States and 
organizations to assign addresses and names within their own 
administrative domains. 

ATNng-12 The ATN shall support data communication to fixed and mobile 
systems. 

ATNng-13 The ATN shall accommodate ATN mobile subnetworks as defined in 
this Annex 
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ATNng-14 The ATN shall make provisions for the efficient use of limited 
bandwidth subnetworks. 

ATNng-15 The ATN shall provide a Data Link Initiation Capability. 

ATNng-16 The ATN shall support both connectionless and connection mode 
applications. 

ATNng-17 Where the absolute time of day is used within the ATN, it shall be 
based on coordinated universal time (UTC). 
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Annex A References 
This is a complete, structured list of the source documents referred to elsewhere. 

ARINC documents: 

1. ARINC 622-4 – ATS Data Link Applications Over ACARS Air-Ground Network. 

2. ARINC 633 – AOC Air-Ground Data and Message Exchange Formats – Strawman Version 
16b – May 3, 2006. 

3. ARINC 702-6 Flight Management Computer System (FMCS). 

Eurocae documents: 

4. Eurocae ED-12B, Software Considerations for Airborne Systems and Equipment Certification. 

5. Eurocae ED-78A Guidelines for approval of the provision and use of air traffic services 
supported by data communications. 

6. Eurocae ED-85A DLASD for the “Departure Clearance” Data-Link service. 

7. Eurocae ED-100A – Interoperability Requirements for ATS Applications using ARINC 622 
Data Communications. 

8. Eurocae ED-106A – Data Link Application System Document (DLASD) for the “Oceanic 
Clearance” Data Link Service – March 2004. 

9. Eurocae ED-109, Guidelines for Communication, Navigation, Surveillance, and Air Traffic 
Management (CNS/ATM) Systems Software Integrity Assurance. 

10. Eurocae ED-110A Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1). 

11. Eurocae ED-120 Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard) [11]. 

Eurocontrol documents: 

12. Operational Requirements for CASCADE Stream1 – Data Link Operational Terminal 
Information Service – D-OTIS – Version 1.4. 

13. Operational Service and Environment Description (OSED) for CASCADE Stream1 – Data 
Link Operational Terminal Information Service – D-OTIS – Version 1.0. 

14. Operational Service and Environment Description (OSED) for CASCADE Stream 1 – Data 
Link Taxi Clearance – D-TAXI – Version 0.3. 

15. CASCADE Operational Focus Group – Working Paper for OFG/8 – Draft Message Set for the 
D-TAXI OSED – Version 0.6. 

16. COCR – Communications Operating Concept and Requirements for the Future Radio System 
– Version 1.0. 

17. COTRAC Service using GACS – TC6/T15/DEL/D08V0.A_COTRAC USING GACS.DOC – 
Version 0.A. 

18. EATMP – ODIAC subgroup – Operational Requirements for Air/Ground Cooperative Air 
Traffic Services – AGC-ORD-01 – Version 1.0. 

ICAO documents: 

19. ICAO Doc. 9694 Manual of Air Traffic Services Data Link Applications. 

20. ICAO Doc. 9705 Manual of Technical Provisions for the Aeronautical Telecommunication 
Network (ATN) – Edition 2. 
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21. ICAO Aeronautical Telecommunications. Annex 10 to the Convention on International Civil 
Aviation. Volume II, Communication Procedures including those with PANS status. Sixth 
Edition, October 2001. 

22. ICAO Annex 11 to the Convention on International Civil Aviation. Air Traffic Services – Air 
Traffic Control Service, Flight Information Service, Alerting Service. Thirteenth Edition, July 
2001. 

23. ICAO ACP/WGN05-WP21 CPDLC Message Sequencing Issues. 

RTCA documents: 

24. RTCA DO-178B – Software Considerations in Airborne Systems and Equipment Certification. 

25. RTCA DO-258A – Interoperability Requirements for ATS Applications Using ARINC 622 Data 
Communications. 

26. RTCA DO-264 – Guidelines for Approval of the Provision and Use of Air Traffic Services 
Supported by Data Communications. 

27. RTCA DO-280A – Interoperability Requirements Standard For ATN Baseline 1 (INTEROP 
ATN B1). 

28. RTCA DO-290 – Safety and Performance Requirements Standard for Air Traffic Data Link 
Services in Continental Airspace (Continental SPR Standard). 

29. RTCA DO-296 – Safety Requirements for Aeronautical Operational Control Datalink 
Messages – October 19, 2004. 

Other: 

30. PU-24 – Safety and Performance Requirements Standard for Air Traffic Data Link Services in 
Oceanic and Remote Airspace (Oceanic SPR Standard) – version 3 – May 2004. 
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Annex B ATN System Level Requirements 
The following requirements are recorded in the ATN Technical Manual (ICAO Doc. 9705) 
section 1.3: 

These are high-level technical requirements that have been derived from operational 
requirements, technological constraints and regulatory constraints (administrative and 
institutional). These system-level requirements are the basis for the functional 
requirements and the lower level requirements. 

Ref Requirement 

ATN1 The ATN shall use International Organization for Standardization (ISO) 
communication standards for open systems interconnection (OSI). 

ATN2 The ATN shall provide a means to facilitate migration to future versions of 
application entities and/or the communication services. 

NOTE:  It is an objective that the evolution towards future versions facilitates the 
backward compatibility with previous versions. 

ATN3 The ATN shall enable the transition of existing AFTN users and systems into the 
ATN architecture. 

ATN4 The ATN shall make provisions whereby only the controlling ATS unit may provide 
ATC instructions to aircraft operating in its airspace. 

NOTE:  This is achieved through the current and next data authority aspects of the 
CPDLC application entity. 

ATN5 The ATN shall accommodate routing based on a pre-defined routing policy. 

ATN6 The ATN shall provide means to define data communication that can be carried 
only over authorized paths for the traffic type and category specified by the user. 

ATN7 The ATN shall offer ATSC classes in accordance with the criteria in Table 1-1. 
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Ref Requirement 

 
NOTE:  When ATSC class is specified by an application process, packets will be 
forwarded in the ATN internet communications service on a best-effort basis. Best-
effort basis means that when a route is available of the requested ATSC class, the 
packet is forwarded on that route. When no such route is available, the packet will 
be forwarded on the first known route of ATSC class higher than that requested, or 
if there is no such route, first known route of lower ATSC class than that requested. 

NOTE:  The ATN communication services will not inform application entities if the 
requested ATSC class was not achieved. It is the responsibility of the application 
entity to determine the actual transit delay achieved by local means such as time 
stamping. 

ATN8 The ATN shall operate in accordance with the communication priorities defined in 
Table 1-2 and Table 1-3. 
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Ref Requirement 
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Ref Requirement 

 

 
ATN9 The ATN shall enable exchange of application information when one or more 

authorized paths exist. 

ATN10 The ATN shall notify the appropriate application processes when no authorized 
path exists. 

ATN11 The ATN shall provide means to unambiguously address all ATN end and 
intermediate systems. 

ATN12 The ATN shall enable the recipient of a message to identify the originator of that 
message. 

ATN13 The ATN addressing and naming plans shall allow States and organizations to 
assign addresses and names within their own administrative domains. 

ATN14 The ATN shall support data communication to fixed and mobile systems. 

ATN15 The ATN shall accommodate ATN mobile subnetworks as defined in this Annex. 

ATN16 The ATN shall make provisions for the efficient use of limited bandwidth 
subnetworks. 

ATN17 The ATN shall enable an aircraft intermediate system to be connected to a ground 
intermediate system via concurrent mobile subnetworks. 
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Ref Requirement 

ATN18 The ATN shall enable an aircraft intermediate system to be connected to multiple 
ground intermediate systems. 

ATN19 The ATN shall enable the exchange of address information between application 
entities. 

ATN20 The ATN shall support the context management (CM) application when any of the 
other air-ground applications are supported. 

ATN21 The ATN shall be capable of establishing, maintaining, releasing and aborting peer 
to peer application associations for the context management (CM) application. 

ATN22 The ATN shall be capable of establishing, maintaining, releasing and aborting peer 
to peer application associations for the automatic dependent surveillance (ADS) 
application. 

ATN23 The ATN shall be capable of establishing, maintaining, releasing and aborting peer 
to peer application associations for the controller pilot data link communication 
(CPDLC) application. 

ATN24 The ATN shall be capable of establishing, maintaining, releasing and aborting peer 
to peer application associations for the automatic terminal information service 
(ATIS) application. 

ATN25 The ATN shall be capable of establishing, maintaining, releasing and aborting 
application associations for the ATS message handling services (ATSMHS) 
application. 

ATN26 The ATN shall be capable of establishing, maintaining, releasing and aborting peer 
to peer application associations for the ATS interfacility data communication (AIDC) 
application. 

ATN27 Where the absolute time of day is used within the ATN, it shall be based on 
coordinated universal time (UTC). 

ATN28 The end system shall make provisions to ensure that the probability of not detecting 
a 255-octet message being mis-delivered, non-delivered or corrupted by the 
internet communications service is less than or equal to 10-8 per message. 

NOTE: It is assumed that ATN subnetworks will ensure data integrity consistent 
with this system level requirement. 

 


